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Overview

SmartView is a temperature monitoring solution that can help you improve daily workflows in terms of
quality, safety, and workload.

Supply Chain Visibility

End-to-end monitoring for effective decision-making

Multiple condition data provided to the right stakeholders in real-time enable delivering mission-
critical supply chain insights, ensuring quality, and reducing wastage and costs. Supply chain risks and
disruptions as well as quality reviews become predictable with the analytics of the SmartSystem.

Compatibility & Integration

Digitization of the supply chain and integration optimize efficiency

With wireless connectivity and all real-time data accessible in our cloud platform, the digitization and
scalability of your processes have never been easier. Take advantage of the application programming
interface (API) to integrate your TMS, ERP, IRT, or 3rd party device to experience the full power of
control.

Modularity
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Ng

Reduce real-time costs with intercommunication

Thanks to our modular hardware lineup with intelligent intercommunication, you can reduce the costs
of real-time monitoring in an easy way.

Sustainability

Minimize the environmental impact and achieve your sustainability goals

With SmartSystem, you can reduce risks and increase your environmental footprint in the most
efficient way. This is by improving your processes, reducing wastage, and decreasing the use of raw
materials with smart re-use hardware.

Basic configuration

Prior to using a SmartMonitor device, it is required to define:
1. The configuration policy:

The configuration policy is typically defined directly by the QA department.

e Configures sensors and suitable temperatures ranges
e Configures the means of communication
e Configures alarm limits

2. The alarm profile:

e Determines which configuration policy applies
e Configures who receives alarm notifications, when and how
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When alarm profiles are added to shipments or sectors, all associated devices will have the defined
configuration policy applied.

Use Cases

Below it is possible to find a selection of certain use cases with a step-by-step instruction to follow:

Set up a new Sector for Monitoring
Create a new Shipment

Setting up a new User

Move a Device from a Sector to Another

Setting up a new Sector for Monitoring

Below are steps to set up a new sector with its device and settings:

1.

Create a New Configuration policy

If a configuration policy that should be used is already available, this step can be skipped. Otherwise
please find further instructions below:

v Configuration

Configuration policies

Create the new configuration policy by pressing Create new policy on the top right. A new window
will pop up with three screens. The first screen “General” will allow to define the general description
and name and enable the configuration policy.

The information is saved automatically when switched between the screen.
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Creating:

NeW pOlicy Configuration policy w

General

General
Measurement settings Policy information
Alarm rules Policy name ®
SmartMonitor 012
Localisation options Policy description

Policy scope ®

() State of policy enabled ®

On the second screen, you can set alarm rules for the device’s internal sensors and external
temperature probes. Each sensor allows multiple settings, with options for single or accumulated
alarms—single triggers by one event meeting the time, while accumulated combines multiple
violations until they reach the total time threshold. Measurement intervals have some limits, but
SmartView will notify and suggest corrections if your selection isn't valid.
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Creating:

New policy Configuration policy ¥

General

Measurement settings

Alarm rules

SmartMonitor

Localisation options

Alarm rules
Monitoring can be enabled for the SmartMonitor device, an external sensor, or both. @

[ @) Monitoring with device

@ { Temperature enabled

Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule

() O Humidity enabled

Alarm rules for high humidities

+ Add alarm rule

Alarm rules for low humidities

+ Add alarm rule

@ U Monitoring with external sensor

Type of sensor: All sensors v

() 8 Temperature enabled

Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule
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On the third screen, you can set extra events and device options. Settings vary by device type; to
narrow choices, pick a device type at the top.

Creating:

New pﬂl.il:y Configuration policy ¥

General .
SmartMonitor
Measurement settings Monitoring with device
Alarm rules Prevent start of device without external sensor connected

SmartMaonitor SmartMaonitor Start Prevention LT_,'

o . Autostart after fully charged (D
Localisation options

Start delay &

0 5 10 15 30 45 60 90 180 240

Supply chain events

% Light monitoring @

11 Tilt monitoring @

“ir Shock monitoring @

9 Free fall monitoring @

[ Door open monitoring @

Communication

Communication options allowed

Select which communication options are allowed to share data with Smartvisw.
() il Cellular (mobile) enabled
% ++ [ EBluetooth Low Enerpy gateway for other devices (@

F WiFi LT_,'
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Cloud synchronization interval @

ecorded data s synchronzed with the servers of SmartView.

Set how often

r intervals drain the device battery faster than longer intervals.

Note th
The synchronzation interval has no effect on the measurement interval.

In case of alarm, the device will immediately synchronize with the SmartView cloud

30 60 75 90 105 120 150 180 210 240 720 1440

60 min

Device & Display

Device configuration

D Show alarm status on device display (v / X ) enabled

o Use acoustic alarm enabled

o Show configuration policy name on device display enabled

D Show device name and associated sector/shipment on device display enabled

Generate summary report on device @

Unit of temperature

Fahrenheit

Power disconnect alarm delay @

30 60 120 180 240 360 720 1440 2880

30 min

Press Save to save configuration policy.
2. Create a New Alarm profile
If you already have an Alarm profile you wish to use, you can skip this step.

a) Click on the Create Alarm Profile button:
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b) Provide a name for the alarm profile and click OK.

During the setup, a configuration policy must be selected. The alarm rules will be imported from
the configuration policy.
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Once an alarm profile is created, it may be assigned to a sector or shipment and reused as needed.
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3. Create a Location

If a location that should be used is already available, you can skip this step.

a) Click on the Locations tab in the main menu. This button provides you with an overview of all
the existing locations in SmartView.

~zv berlinger Locations

~"smartview

Locations

~ Monitoring

Show 25 w entries

(O Dashboard -
s

® Locations

® Shipments

B TCIs

Devices

¥ Maps
> Shipment dashboard
> Reporting

> Configuration

Showing 1 to 1 of 1 entries

¥ No. Sectors # No. Origins

1 0

LA CECI TR [ Toggle Filters

# o, estinaions & 1o of st reportad dov

0 ] =

b) Click on the Create Location button and choose a name for your location.

After creating a location, you can define optional detailed information for it, such as address, email,

contact, and exact position (i.e., longitude and latitude information) of the location. Further on, if you
are using SmartView for shipment monitoring, then you have the option to configure a location to be
used as an origin and/or destination for shipments.

Provide the email address of the person responsible for the location (e.g., Location Manager). If the
network monitoring functionality is turned on for your site, the system will use the email address to
notify you in case the network of the location is found offline for more than an hour.
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€ Locations

Sen e m
SITETS Contact Details
Contacts:
General
Description:
Phone Number:
4 e.g.+316123456789

Address
Street:

e.g. Arnhemseweg Shipment Settings
Street Number: Buse as origin
e.g.10 eg.3.10 Use as Destination
Postal Code:

e.g. 3817CH
City:

e.g. Amersfoort
Province:

e.g. Utrecht
Country:

[Select a Country...] -

If you are using SmartView for shipment monitoring, then you will see the Shipment Settings section in
the modify location screen (as shown in the above image). This section allows you to mark a location
for the usage of origin and/or destination.

If you want a location to be used as origins of shipment, then check the box Use as Origin. If you want
a location to be used as the destination of a shipment, check the box Use as Destination.

4. Create a Sector

c) To create a sector, inside a location, click on the Create Sector button:
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berlinger < Locations
<
~smartview SITETS
O Dashboard Details  Map  Audit Trail
Locations
® General Summary
® Shipments Description: Origin / Destination: Both
Ne description provided
@ TCIs Address Contact Information No Last Sample Information available.
Shipments eriginated: 0
@ Devices Street: nfa Contacts: @ n/a
Shipments destined: 0
1 Maps Postal Code: n/a Phone Number: nfa
Devices reported last: 0
> Shipment dashboard City: a
Province: n/a
> Reporting
Country: n/a
> Configuration
Sectors
Name
No sectors found.

@© Zurich +2
B e oy

d) Choose a name for your sector and/or a description and select if the sector shall be used with a
device or with manually entered data.

Confirm the entries by pressing OK.

Description:

Data source:

Device data

5. Modify Storage Conditions
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& SITETS
Warehouse
General  Associations  Alarm profiles Milestones E Save and Next
Warehouse Sector Offline Monitoring Off 0

Description: Sgrage Condition [Select a Storage Condition...]w
[Select a Storage Condition...]
Ambient (15.00 °C - 30.00 °C)
Cold (2.00 °C - 8.00 °C)
Cool (8.00 °C - 15.00 °C)

Freezer (-25.00 °C - -10.00 °C)

Device data

You can choose a storage condition for your sector which you have predefined under Site
Settings/Storage Conditions.

Storage conditions are for information only and do not impact on the alarm profile.

6. Add a Device Association to a sector

a) Choose the sensors that you would like to associate to the sector, by clicking on the
Associations tab and then click on the Create Association button.

After creating a sector, you can associate a device to it by clicking on the Create Association
button as shown in the following image:

€ SITETS
Warehouse
Warehouse General  Associations  Alarm profiles  Milestones Create Association

Serial No. Started Stopped

No assaciations created. Create Association

Serial No.

Device Type
Association Details
Start Date

Stop Date

Save

b) In the Serial No./Name. field, enter your device for the sector.
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Devices

»

Serial No./Name: Type: State: Association: Created Date:

[Select a Type...]w Enabled - Free v

Show 25 w :eniries

] “ Serial No. $ Name # Last Location + Timestamp
A @ Example Device 1 n/a n/a
M @ Example Device 2 nfa n/a

Showing 1 to 2 of 2 entries (filtered from 7 total
entries) 1 ‘ 7

¢) Repeat this process for as many devices as you would like to add to your sector. Confirm each
association by clicking on the Save button.

7. Add an Alarm Profile to Sector

a) On a sector screen click Modify.
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£ Locations

SITETS

Details  Map  Audit Trail

General Summary

Description: Origin / Destination: Both
No description provided

. No Last Sample Information available.
Address Contact Information :
Shipments originated: 0
Street: n/a Contacts: @) n/a
Shipments destined: 0
Postal Code: nfa Phone Number: nfa
Devices reported last: 0
City: n/a
Province: n/a
Country: n/a
Sectors
Name
- Warehouse A=
Last Timestamp: nfa View Sector
Min. Temperature:  n/a View Graph

Max. Temperature: n/a Modify Sector

b) Click on the Alarm profiles tab in the modify screen:

& SITETS
Warehouse
Warehouse General  Associations  Alarm profiles  Milestones

Monitoring Disabled

c) Click on the Monitoring Disabled/Enabled button to enable alarm monitoring and select an
Alarm Profile from the dropdown list:

& SITETS
Warehouse

Warehouse General  Associations  Alarm profiles  Milestones
Monitoring Enabled

[Select an Alarm Profile...)

[Select an Alarm Profile...]

Modify Sector Warehouse

d) Click Save to save your changes.
8. Set up device.

For this step, Site personnel is required to active/start the device. Please refer to the
SmartMonitor manual.
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Creating a new Shipment
To create a new shipment, follow the instructions:
1. Create a New Configuration Policy.

If an applicable policy is already in place, this step may be omitted. Otherwise, please refer to the
instructions provided below:

v Configuration

Configuration policies

a) Click Create new policy.

A New policy screen opens. In the General section of the New policy screen, provide Policy name,
description and other required information.

Creating:

New pOliCV Configuration policy W

General

General
Measurement settings Policy information
Alarm rules Policy name ®
SmartMonitor 0/20
Localisation options Policy description

Policy scope ®

D State of policy enabled ®

b) Set alarm rules for the device's internal sensors (temperature and humidity) and external
probe (temperature).
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You can set multiple settings for each alarm and select either single alarms (triggered by one
violation) or accumulated alarms (triggered after several brief violations exceed a time
threshold). Ensure the alarm delay is at least twice the measurement interval and that each
temperature-type pair is unique.

Measurement intervals may have specific restrictions. SmartView notifies users when an invalid
selection occurs and supplies information on necessary corrections.
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Creating:

New policy Configuration policy ¥

General

Measurement settings

Alarm rules

SmartMonitor

Localisation options

Alarm rules

Monitoring can be enabled for the SmartMonitor device, an external sensor, or both. @

[ @) Monitoring with device

(_) } Temperature enabled

Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule

() O Humidity enabled

Alarm rules for high humidities

+ Add alarm rule

Alarm rules for low humidities

+ Add alarm rule

@ U Monitoring with external sensor

Type of sensor:  All sensors v

@ & Temperature enabled

Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule

c) On the next screen, configure additional event and device settings.
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Options can be tailored to the device in use and may include features like light, tilt shock, and
free fall monitoring. You can also enable start prevention without an external probe, adjust
communication settings, or activate device functions such as an acoustic alarm for violations.

Creating:

NEW leiC'y’ Configuration policy %1

General .
SmartMonitor
Measurement settings Monitoring with device
_ﬂllarm fUlE'S, Prevent start of device without external sensor connected

E SmartMenitor Start Prevention (3
SmartMonitor

o . Autostart after fully charged 0
Localisation options

Start delay (D

0 5 10 15 30 45 &0 90 180 240

Supply chain events

©: Light monitoring @

131 Tilt monitoring @

“\r Shock monitoring &
@ Free fall monitoring @

@ Door open monitoring &

Communication

Communication options allowed
Sedect which communication options are allowed to share data with Smartiew.

() il Cellular [mobile) enabled

¥ ++ [/ Bluetooth Low Energy gateway for other devices (1)

= WiFi (T
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Cloud synchronization interval ®

Set how often recorded data & synchronzed with the servers of SmartView.
Note that shorter intervals drain the device battery faster than longer intervals.
The synchronization interval has no effect on the measurement interval.

In case of alarm, the device will immed ately synchronize with the SmartView cloud.

30 60 75 90 105 120 150 180 210 240 720 1440
60 min

Device & Display

Device configuration

D Show alarm status on device display (v / X ) enabled

0 Use acoustic alarm enabled

0 Show configuration policy name on device display enabled

D Show device name and associated sector/shipment on device display enabled

Generate summary report on device @

Unit of temperature

Fahrenheit

Power disconnect alarm delay ©®

30 60 120 180 240 360 720 1440 2880
30 min

d) Press Save to save the new policy.
2. Create a New Alarm profile.
After creating the policy, you can set up an Alarm profile or skip this step if you already have one.

a) Inthe alarm profile menu, click on the Create Alarm Profile button. The Alarm Profiles screen
displays:
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b) Provide a name for the alarm profile and then click OK.

4 Alars Prafiles [T
. — e
¥ Bgrent dmbloard EOre g
Recighenti
¥ Feportng et
[ = = & -
' Eellghot i Fmad -
* Camien Il (i)
i L= a0
L Haten a
& Asares purohias Targparmbure (dweical « 1500 4T bur 000 FEGD Fy Burgsarts
W Packong wystes Tarpeators jdrsion) € 1900 °C o GONEDDS F
Praducis Tt atre Mdawiog) » 1300 °T bi G000 = -
. 4 Carrctlwads
& Clireal ety Tuiwgeid wtoars (danica} » 103 4T lad QO 0D &

B nmartAlistt unit

B Turich » 2
A—I-ﬁ

A configuration policy is defined during the setup. Event profile rules are imported from
existing system configuration policies. Upon creation, an alarm profile can be assigned to a
sector or shipment and may be utilized repeatedly as required.

3. Create a Shipment.
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a) From the shipment overview page, click on Create Shipment to add your shipment.

Create Shipment

Shipment Name:

Shipment Template:

Search

Mark as Master: @ O

b) Choose a shipment ID and then click OK.

You will be redirected to the screen, allowing you to choose the detailed information for your

shipment.
€ Shipments
Shipment #+
i RanRE General  Associations  Alarm profiles  Milestones  Files Save Save and Next
O Dashboard
Shipment
@ Locations
@ Shipments General
f TCIs Dsseiiption: Qustomer: [Select a Customer...] -
Devices .
. Expiry Date:
g Maps
Product o -
> Shipment dashboard - Expiry Notification Recipients:
et [Select a Product...] -
> Reporting L S o AN v x
Product Code:
> Configuration
Batch No.: Transport
Trip ID:
Order No.:
. [Select a Location...] -
O zuitchi+2 < Deetiaation: [Select a Location...] -
2\ e -y
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c) Add the following information to the shipment:

General settings about the shipment: In this section, you can edit the name (i.e. Unique
Shipment Identifier) of the shipment and optionally can add a descriptive note to the
shipment. You can also define the customer of the shipment by selecting one from a drop-
down list.

Transportation information of the shipment: In this section, you can define origin,
destination, trip ID, transport method, transportation company and carrier of the
shipment. Origin, destination and transport method need to be selected from their drop-
down lists. If method is selected as “Air” then carrier field will show a drop-down list with
“Air Carrier” subset list that is already defined in the system. For other transport method
(e.g. road) carrier field will become a free-text field and will allow you to type the name of
the carrier.

Product information for the shipment: In this section, you can choose the predefined
product for the shipment. If a product code is defined for the product, then selecting the
product will populate the product code filled in the screen. Optionally you can define
related batch number and order number.

Before you start creating a shipment and defining its detailed information, make sure you have
already defined and/ or configured the following information: Customer, Location (to be
defined as origin/destination), Product, Air carrier subset list, Also note that you may not be
able to delete an item (e.g., customer or product) if it was once used with a shipment.

d) Click Create Association to associate devices with shipment.

= Shepmond

Shipment

T — — e . . m

Croate Assaciation

Devce Type

e) Inthe Serial No./Name field, enter your device for the sector:
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Devices
Serial No./Name: Type: State: Association: Created Date:
[Select a Type...] W Enabled v Free v
Show 25 w entries
M “ Serial No. & Name % Last Location $ Timestamp

)

Showing 1 to 1 of 1 entries (filtered from 10 total
entries)

f) Select or modify the start date and click on Save.

Once devices are linked, select an alarm profile to activate shipment monitoring. SmartView will
then apply rules and send notifications if an excursion alarm occurs.

g) You can access the alarm page by clicking on the Alarm profiles tab:

i shment
Shipment &

w Mgainring Shipment Gonersl  Aamocistions  Alwrepeofles  Midstorss Pl -

O Darshiossd
Moo e Diabdies

& Locaresy

B Shipmanty

e Teds

B Devices

B eagn
3 Shapemard bl

3 Baprivg

} Cordgawian

h) Click on the Monitoring Enabled button to enable the alarm monitoring:
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4 Shipments
Shipment &
w Masitaring Shipmasi = Govaesl  Amscistisss  Alem profies  Fisdsses  Flss n
O Dashodrd
sectan dam rotie_|  w i

B Location

B Shipmants

& TCl

B tevicen

= g

¥ ajerad L]
¥ Bmpoteg

P Carbguraben

i) Choose the appropriate alarm profile from the drop-down list:

4 Shipmerts

Shipment &

o Mg Shipmasi + Garaesl  Amovstises  Alew pofies  Fisviesss  Fles n
s ' ey

Salact an Alarm Probls .|

B Locationy
& Shipmenty

W TCIE

B Cwvices

[ BT
¥ Waprmest dishbeed
3 Hmporieg

¥ Canlgurdlien

&) Dy &2

By selecting the alarm profile in the drop-down list, the alarm profile will be applied to your
shipment.

j) Click Save to save your changes.
4. Set up a device.
To activate/start the device, please refer to the SmartMonitor manual.

Setting up a new User

1. Create a new Role.
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Skip this step if the user's role is already available. Access control can be found in the

administration menu:

a)

b)

Arcess Contral P——

Click Create to create a new role.

The New role screen displays:

Creating:
New role roe

General
General

Name*

Category* Master License

License* Select... L

License Administrator®

Provide name, select the license where the role profile should be applied to.

After choosing a license, you can customize permissions for different areas. You may also
assign a profile for license administrators, which will grant them full access or provide levels of
interaction:

e none
o Vview

e c(reate
e update
e delete

If a higher level is selected the user will automatically receive all the lower levels as well.
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Creating:

New role roe

General
General
Name*
Category® Master License
License* Select...

License Administrator*
Permissions
Audit Trail

View
Carriers

View

Create update

Remove
Clinical Trail

View

Create update
Custom Graphs

View

Delete

Create update
Customers

View

Delete

Create update
Device

Modify
c) Click Save to save the new role.

2. Create a new User.

a) Inthe User Management tab click the Create new user button. The Create User fold
displays:
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Create Lsed

b) Fill out the form. Required fields are:

e First name
e Last Name
e e-Mail

c) Click Create.
3. Assign Access and Restrictions to a User.

a) On the Create User form, select Permissions:

Creale User

Permissions are divided into 2 areas: Roles and Restrictions. It is required to select at least one
role for a user. Additional restriction can be applied to a user based on Location, Carrier, or
Customer available for selected Sublicense.

Only one restriction may be enabled for each sublicense to which the user has access.

b) Press Save to save your changes.

The new user will receive a notification via email.

Moving a Device to Another Sector

1. Access the old sector

Devices are usually assigned to a specific sector. To move a device, select the desired sector and

click Modify Sector or use the Modify button at the top right.
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£ Locations

SITETS

Details Map  Audit Trail

General Summary

Description: Origin / Destination: Both
No description provided

. No Last Sample Information available.
Address Contact Information :
Shipments originated: 0
Street: n/a Contacts: @) n/a
Shipments destined: 0
Postal Code: n/a Phone Number: n/a
Devices reported last: 0
City: n/a
Province: n/a
Country: n/a
Sectors
Name
- Warehouse A =
Last Timestamp: nfa View Sector
Min. Temperature:  n/a View Graph

Max. Temperature: n/a Modify Sector

2. Set an end date for the Association.
This requirement ensures that a device is assigned to only one sector at a time.

Select the Associations tab. In this section, associations can be modified. The currently associated
devices can be edited by clicking the tribar on the right side of the line, which provides the option
to set an end date for the association.
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Example Sector General Associations  Alarm profiles  Milestones Create Association

Serial No. Started Stopped
j; SR Soas e iian:d e = Create Association
6
Serial No.
Device Type

Association Details
Start Date

Stop Date

Save

3. Access the new sector.

In the Sectors section, select a sector and then click Modify Sector in the selection menu, or click
on Modify button on the top right.

£ Locations

SITETS

Details  Map  Audit Trail

General Summary

Description: Qrigin / Destination: Both
No description provided

. No Last Sample Information available.
Address Contact Information ?
Shipments originated: 0
Street: n/a Contacts: @ n/a
Shipments destined: 0
Postal Code: n/a Phone Number: n/a
Devices reported last: 0
City: n/a
Province: n/a
Country: n/a
Sectors
Name
- Warehouse A=
Last Timestamp: nfa View Sector
Min. Temperature:  n/a View Graph
Max. Temperature:  n/a Modify Sector

4. Set a New Association.
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a) Select Associations tab and then click on the Create Association button.
b) Click the Create Association button:

< SITETS
Warehouse

Warehouse General  Associations  Alarm profiles  Milestones Create Association

Serial No. Started Stopped
No associations created. Create Association
Serial No.
Device Type

Association Details
Start Date

Stop Date

Save

c¢) Inthe Serial No./Name field, enter the device for the sector.

Devices

Serial No./Name: Type: State: Association: Created Date:

[Select a Type...]w Enabled v Free v

Show 25 w entries

“ Serial No. ¥ Name ¥ Last Location v Timestamp
- @ Example Device 1 n/a n/a
B @ Example Device 2 n/a n/a

Showing 1 to 2 of 2 entries (filtered from 7 total

entries)
s) 1

Close

d) Select or modify the start date and click on Save.
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Moving a Device to another Sublicense

1. Access the Device

In the Devices section, select a device you wish to move to a new Sublicense by clicking on its
serial number.

~% berlinger
c g .
~Smartview Devices
Q
v Monitoring
O Dashboard
@ Locations
Serial number | Type 3 Name 3 Status § Responsible location Batte:
@ Shipments
i4nd-wonB-rBodw SmartMonitor SHIP L ot provided Stopped not provided 95%
G TCIs
nBu9-d74q-cdilé SmartMonitor SHIP L not provided Stopped not provided 94%
@ Devices
9 Maps jB88s-a0e6-Tggdg SmartMonitor SITE L Fridge N Stopped not provided 96%
> Shipment dashboard dwqa-igTn-cjyxo SmartMonitor SHIP S not provided Stoppad not provided 99%
> Reporting kh9s-bjay-1aibr SmartMoniter SHIP L not provided Active not provided 95%
? Configuration 6fc3-cod?-g3wqo SmartSensor GLYCOL not provided Available not provided nfa
> Admanistration bemx-3qnz-ut9eq SmartMonitor SHIP L not provided Available not provided 98%
Swhbm-=Brpg-Tduhl SmartMonitor SHIP S not provided Available not provided n/a
skb7-yg95-sdqecc SmartMonitor SHIP L not provided Available not provided 98%
nbio-1366-77glr SmartMonitor SITE L not provided Available not prowded 99%
ni9a-gj69-9nrhé SmartMonitor SHIP L not provided Available not provided 99%
nysk-mdri-qrmte SmartMoniter SHIP L not provided Available not provided 99%

2. Open Sublicense selection menu.

Once a device is opened, enter the Details page and click the & symbol. If the symbol is not visible
the device might be in use or associated.

9wbm-8rpq-74uhl

Statue  Details

Typal Responsible location:
SmarntManitar SHIP S not provided &
Serial number: Latest measurement:
Swbm-8rpg-Tduhl na

Alternate namae: History:

not provided & no associations
Description: Sublicense:

not provided & Manual & \

3. Select new Sublicense.
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Sublicense management

Change the sublicense of the device. When a device is moved to a different
sublicense, the status will be set to out of service, meaning it can no longer be
associated or modified.

Set the sublicense of the device

Manual

A new pop-up will open where the Sublicense can be selected where the device shall be moved
too.

4. Device status after moving

n8u9-d74q-cdflé

@ This device is no longer in service.

Status  Details

Status: Out of service Calibration: not calibrated
Battery level: 98% Last upload: yesterday

Battery expiration: n/a Configuration policy: DEFAULT ) More

After the device is moved to a new Sublicense the device will stay visible within the old Sublicense
with all the data gathered up to this point, but no new data will be visible for that device within the
original Sublicense. In addition, its status is adjusted to “Out of Service” and an additional orange
banner is shown.
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Signing in
To access the SmartView web application please start your web browser and enter the URL. You will

be redirected to the User Sign-in page of SmartView.

To sign in, enter the appropriate domain (personalized for your company), your email address, and
password to the according fields and press the ‘Sign in" button.

Enter domain

Deomgan

Fougot Password®
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Session Timeout

Users will be automatically logged out of the system after 25 minutes of inactivity.

Note: If you are accessing SmartView via a different URL, it can be that the domain field will not be
visible due to the automatic detection by SmartView based on a visited URL.

Forgot Password
Failed Login Attempts

Landing page

A landing page for the sign in can be set by pressing the star next to the title.

Dashboardﬂ'\

Forgot Password

You can recover your password with your email and domain (optional) in case you forgot your
password. A reset link valid for 48 hours will be sent to your email address.

—_—

Forgot Your Password?

Email address

« Back to Login
Submit

Enter your username or email address and we will £
send you instructions on how to create a new
password.

On the login screen, click on the Forgot password? link which will take you to the Forgot Your
Password? screen as shown in the following image:
Click Submit to recover your password again.

Page 40 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Failed Login Attempts

A certain amount of failed log in attempts can lead to your account being blocked depending on the
selected setting of the administrator Login Policy. This state is not indicated within the log-in screen
and if this is suspected it is recommended to reach out to an administrator within your organization.

Sign in

Email address

| Example@Example.com ‘ o
O_':.::":.:::::'_:":.“.'_'_.:": A

Password

-

=L I

Forgot Password?

If you have forgotten your password or your domain, please refer to Forgot Password section in this
document.

Information Window

Besides email information, the SmartView user will be informed with a pop-up window after successful
login about new releases and other important information.

We have news for you: x

has been recently performed!

Dear smartView® user,
With each release we strive to provide you an even more powerful and user friendly tool
for your daily cold chain operations. Also for this release we took as much customer
feedback into account as possible. For further information please download the release
notes:
The most important add-on’s at a glance :

1 Featurel

2. Feature 2

By clicking the “I got it” button the window will disappear and not come again when you log in again.
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If the window is just closed the information will come up again with your next login.

We have news for you:

has been recently performed!

Dear smartView® user,
With each release we strive to provide you an even more powerful and user friendly tool
for your daily cold chain operations. Also for this release we took as much customer
feedback into account as possible. For further information please download the release
notes:
The most important add-on’s at a glance :

1. Feature 1l

2. Feature 2

Sublicenses

After signing in the screen will show the available sublicenses.

1. Press the Switch button and then select the license you wish to use.

Sublicenses for Example Master License (ID: 19)

@ Columns

Id Name Status Creation date

34 Example-Sublicense-A active  2022-08-2513:47

26 Example-Sublicense-B active 2022-07-1214:24 itch

21 Example-Sublicense-C active  2022-07-08 16:39 [ in-use |

20 Example-Sublicense-D active  2022-07-0816:34
II Show 10 per page

Extra menu items appear on the left, depending on each user's permissions.

~73 berlinger ) Clear active sublicense (21 Manual
Enartview Sublicenses for Example Master License (ID: 19)

D Columns

Nams Status

14 Example-Sublicense-A active
26 Example-Sublicense-B active 2022-07-1214:24
21 Example-Sublicense-C active 2022-07-0816:39
20 Example-Sublicense-D active  2022-07-0816:34
a Show 10 per page
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Switch Sublicense

You can switch your Sublicense anytime by clicking your account name at the bottom left. The current
Sublicense appears in the pop-up's top right. Select Switch license to return to the license selection
screen.

Change your license using the drop-down menu at the top left of the screen.

< Back

Sublicenses for

Active 3  Disable

? Re
» Configuration Name
253 Example Lice
»  Administration
33 Example Lice
32 Example Lice
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General

This chapter includes the following content:

e Description of the SmartView main menu
e Use and meaning of icons
e Use and meaning of buttons

Main Menu

The following main menu items are available:

v Monitoring
(O Dashboard
® Locations
® Shipments
€ TCIs
@ Devices
&g Maps

> Shipment dashboard

> Reporting

> Configuration
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> Monitoring

t dashboard

Reporting

[J Alarms

O Audit trail

fw Custom graph

dli Shipment analysis

> Configuration
Ilcons
This section describes icons.

SmartView Common Icons

There are a number of clickable icons to be identified in SmartView:

Icon Meaning

Icon providing action
options

View more info icon
The following icons represent the major entities in the SmartView application:

Location Icons

Icon Meaning Description

Not
monitored Location is not being monitored
Network at Location is online, which means that data is currently being
@ Online received in SmartView.
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=

Offline

Sector Icons

lcon

=
=

A

A

Meaning

Not
monitored

Online

Offline

No
Monitoring

OK

Warning

Excursion

Shipment Icons

O

ONONCONONON®)

[dle

Pending

Active

Completed

Expired

Approved

Declined

Archived

Network at Location is offline, which means no data is received for at least one
hour.

Description

Sector has no active associations.

Network at sector is online, which means that data is currently being received
in SmartView.

Network at sector is offline, which means no data is received for at least one
hour.

Sector currently has alarm monitoring enable.

Sector currently has no active excursion or warning.

Sector has an active warning, but no excursion.

Sector has at least an active excursion.

Newly created shipments

Shipments with associations waiting for data

Shipments with (partial data)

Shipments with all data accounted for

Shipments that did not send in all data in time

Manually approved shipment

Manually declined shipments

Manually archived shipments
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Alarm State Icons

Icon Meaning Description
A Active Alarm The sensor value is currently in alert state.
Stopped Alarm The sensor value has returned to the allowed
range.

Alarm User State Icons

Icon Meaning Description
: Open Alarm The alarm has not been acknowledged yet by
o user.
Acknowledged The alarm has been acknowledged by user.
Alarm
Closed Alarm The alarm has been closed by user.

Use of Buttons
The use of buttons in SmartView enables you to perform certain actions:
SmartView buttons:

Button Meaning Usability

Create Create a specific entity
+ Create Shipment

Upload Data Upload one data file
Files T, Upload data
PDF ﬂ Generates the Shipment PDF report
Modify Modify the details of a specific entity
# Modify
Delete Delete an entity
Toggle filters Reveal and hide the sorting and filtering
Toggle Filters options
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Acknowledge

Acknowledge

Audit Trail

() Audit trail
Export

7 Export
Received
events B9 Received events
Restart

“) Restart
R -
Upload

4+ Upload Data File
create

4+ Create Clinical Trial
Stop

Q Stop
Save
Create new
Alarm + Create new alarm

Acknowledge an excursion

Access the audit trail

Export data

History of the event of a device
Initiate a restart of a device (Available for
SmartMonitor SHIP L)

Stop an idle shipment

Upload a data file manually

Create a clinical trial

Stop a running device (SmartMonitor SITE L/
SHIP L)

Save current changes

Start the process to create a new manual
alarm

Page 49 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual
Graph
SmartView offers possibilities to present captured data in several graphs.

o SINE G
Mediaroom

w Mdsnimaring & Mediarcom

) Deushiban o Gwindn  fiemph  Sletates  Alees A Tre Tis
B Locations Settings -
[T r—— Piimd Sdid Fyps
e 254 7 Durys - Temperabarns -
Ll Graph
B e Sectos [Mediaroam] I = u
¥ -
¥ By ! P e
: !./- \“‘-\.‘ .ff - ".l"’ll|l e \
A i |'II 2 -H_
e o ‘\N- x“ll.. iy
‘“h| i | II ! -M-\.
| 1] ot
| I v .\_‘b-___f'
1]
1l
An additional view of a graph is also visible within the view of the devices.
: [k
B Temperature
N S it el T~
B e \\/_/ _\/_ II‘
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€ SIVE GW
Mediaroom
v Mualaring G Mediarcom
) Deashboad [ 2T firmph Stabrarta Aardit Frait T
B Locatior Settings
B Srerenls Pacied Samar Typa
Laas 7 Durys w  Tempacabene
b TCIs
H Darviles Graph
g Sactor: [Mediaroom]

¥ ‘Srepmant deshicard

¥ Bapaieg

4 P
i

|l
Il,.l

) G r/%\“w |~ ey
//*\\ If’/\\\qf A \\\
f v

Period

Choose the time period which should be displayed

Period

Last 7 Days -

Last Hour
Last 24 Hours
Last 30 Days
Last 3 Months
Last 6 Months
Last Year
Custom Period

Sensor Type

M

Choose the type of sensor which should be shown on the graph if available

Sensor Type

Temperature v

Temperature

Battery percentage

Graph

Displays the graph with the following settings:
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Iw  1d | Th =

Show the behavior of the last hour / day / week on the graph

Tw [ 1d | Th | F

Export CSV file that contains the raw data of the measurements displayed within the graph

Tw [ 1d | Th | 5

Print chart or download different image types for presentations

Iw | 1d | 1h ) =

Print chart

Download PNG image
Download JPEG image
Download SVG vector image

Download PDF document

Choose (mark) x-scale of graph view

By clicking into the graph, holding down the left mouse button, dragging along the x-scale and
releasing the mouse button you can zoom in into the part you have chosen.
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Temperature ('C)

28
2022-08-03 14:58 40
4bxm-y3uc-oy5)l: 26.54 °C
27 Description:
4
< 26
P
24
23
2. Aug 12.00 3. Aug 1200 4. Aug 12.00 5. Aug 12:00 6. Aug 12.00 7. Al
Time
© Note @ DataGap ~— 4bxm-y3uc-oy5jl ® Alarms @ Environmental Events @ Milestones

Press the Reset zoom button to get back to the initial position

lw 1d 1h

=

Reset zoom

\

Graph PDF

4 Shvpmenty
SHIP e
ot o S e
O Gashboand Gensly  Geaph  Busios  Mep s et By
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gl em -
e T
A Cevicrm Aragh
B P Shippmars
3 Brire e
T gt
1 Cartgy e

o Delar & B — omdslgn gt B dees

T

Al L]

- Aol

=

[

S WW‘—.‘%W-_.J‘* =

W imarpyrng e o sl el (nengs arss

Page 53 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Download Shipment PDF

Generic Settings Sensor Type Settings

Overview & Associations: Parameter Graph Stats Meas.
Alarms:
Alarm Management:

TCIs: Humidity v v

Temperature v v

) 4 W

)

Milestones:
Battery percentage

IR VRN

Comments:
Audit Trail:
Statistic Graphs:
Graphs Notes:

AN

Use customized y-scale:

Cancel (0] 3

Graph note

Click the graph to open a pop-up window:

Graph
Device: [10:00:00:01:15:1¢]
Data Harvester 5 | Temperature (°C)
25
2017-12-07 17:08:10
24 10:00:00:01:15:1e: 23.56 °C
p_ 4
€ o
g
S
8
]
a
£ 2
=
21
20
4. Dec 12:00 5. Dec 12:00 6. Dec 12:00 7. Dec 12:00 8. Dec 12:00
Time
® DataGap ¢ Note — 10:00:00:01:15:1e @ Excursions | [covork Changes
‘Graph Notes for measure point 2017-12-07 00:08:13 o
Notes Create new note
No notes yet.

Enter your note here

| Close Eﬁ!iﬁ

A blue rhomb on the graph marks the note; click it to open the notes window.
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2017-12-09 06:53:06 5 | Temperature (‘C)
10:00:00:01:15:1e: 23.44°C

1 notes

Download Shipment PDF

Generic Settings Sensor Type Settings

Overview & Associations: . Parameter Graph Stats Meas.

Excursions: Temperature v v
Excursions Management:

Milestones:

Comments:

Audit Trail:

Statistic Graphs:

Graphs Notes:

Cancel

You can choose to export Graph Notes in the PDF report.

Excursion Legend

Alarm Legend

| Closed
I Acknowledged
B Open

For more information about excursions, please refer to the Excursions section in this manual.

Relevant Time

You may adjust (without deleting or altering) the relevant time associated with your shipment to
ensure that only pertinent information appears in the graph.
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For example, if your shipment has reached its destination and the data logger was removed from the

product and taken into an office, but the device was not stopped immediately, you can update the
timing accordingly.

If an excursion is no longer relevant to your report, you can adjust Relevant Time to keep only the
necessary details. For more information, refer to Shipment Relevant Time section.

Statistics

Temperature and humidity statistics (with a compatible data logger) are shown as line graphs.

Minimum, maximum, average values, and for temperature, MKT, are also provided.

~zx berlinger
‘g/smartvrew

€ SITE GW

Mediaroom

~ Monitoring © Mediaroom (e 6w
() Dashboard Details  Graph  Statistics  Alarms  AuditTrail TCIs
@ Locations Settings =
® shipments Period
Last 7 Days A4
G TCIs
L Alarm Time
0 Maps No alarm statistics available. @)
> Shipment dashboard Temperature Statistics Graph @
Sector Statistics [Mediaroom] —
> Reporting
g 23.53°C 08°C
> Configuration B I
2325 235 2375 24 2425 245 2475 25 2535 255 B 625 265 2 735 2
Temperature ('C)
— Average = MKT
Temperature Statistics
Device # Samples Minimum Average STD MKT Maximum
@- 4bxm-y3uc-oy5j1 522 23.53°C 25.94°C 0.76 °C 25.97°C 27.08°C
(© Zurich +2 &
2 Grand Total 522 23.53°C 25.94°C 0.76 °C 25.97°C 27.08°C
Settings
.
Settings
Period
Last 7 Days v ]
Last Hour
[
Last 24 Hours
Last 7 Days
Last 30 Days
Last 3 Months
Last 6 Months
1 Last Year
Custom Period
= - —y—y o -
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Excursion Time

[s

Excursion Time @

Time (%) Time (%) Tempel:::izﬁﬁ'c Tempel:‘j;:iﬂﬂﬁ'c
Association Duration In Range Out of Range (35.60 °F) (46.40 °F)
10:00:00:01:15:1e 168h:00m 00h:15m (0%) 167h:44m (100%) 00h:00m (0%) 167h:44m (100%)
Sum of Measurements 168h:00m 00h-15m (0%) 167h-44m (100%) 00h-00m (0%) 167h:44m (100%)
Sector Statistics Temperature/Humidity
The diagram provides an overview of the information based on:
e The lowest recorded value (left whisker)
e The highest record value (right whisker)
e The MKT (Mean kinetic temperature) (green mark)
e The STD (Standard deviation) (Colored bar below the line)
e The Average (blue mark)
Settings v
Period Sensor Type
Last7 Days w | Temperature v
Excursion Time
No event statistics available. 2
s
Temperature Statistics Graph @
Sector Statistics [4] =
g 10:0f d8 26 F s N
8 18.64 °C 24.04 °C
18 18.5 19 19.5 20 20.5 21 21.5 22 22.5 23 23.5 24 24.5
Temperature (°C)
= Average == MKT
Settings v
Period Sensor Type
Last7 Days v ‘Humidity v ‘
Temperature
ExcursiorITime
No event statistics available. 2
Humidity Statistics Graph
Sector Statistics [4] =
§ 10:0f-d8:26 I "
8 33.70% 36.50 %
33.4 33.6 33.8 34 34.2 34.4 34.6 34.8 35 35.2 35.4 35.6 35.8 36 36.2 36.4 36.6 36.8

Humidity (%)

= Average === MKT

Temperature Statistics
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Temperature Statistics

Device # Samples Minimum Average STD MKT Maximum
@ 4bxm-y3uc-oy5jl 523 23.53°C 25.93°C 0.76°C 25.97°C 27.08°C
Grand Total 523 23.53°C 2593°C 0.76°C 2597°C 27.08 °C

Audit Trail

Audit trails are available with filtering options on the left and an export feature on the right. The

information displayed includes User, Action, Object, Object ID, Changes, and Timestamp.

€ SITEGW
€ Mediaroom
Py EemmEm

Dotails Graph Statistics Alams  AudTrail  TCls

» B @ ® @& @ D =
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Dashboard

The Dashboard area is divided into 4 areas:

e Locations

e Active Sector Alarms

e Shipment

e Active Shipment Alarms

Dashboard 3 Manual
Locations Active Sector Alarms
Name Sector Rule
No locations found No active alarms found
View all 14 Locations . 0 Alarm(s) to be Acknowledged and 0 to be Closed. | View all alarms
Shipments Active Shipment Alarms
Name Shipment Rule

No active alarms found

Val. SHIPMENT US #2
Val. SHIPMENT ID #1
) val. SHIPMENT ES #1
() val. SHIPMENT MT #1
) val. SHIPMENT EC #1
) val. SHIPMENT CH #1
Val. SHIPMENT CA #1

Val. SHIPMENT UY #1

() val. sHIPMENTUSA % 1

View all 9 active Shipments. 0 Alarm(s) to be Acknowledged and 0 to be Clossd. |View all alarms

Locations

All locations within this area that receive data through a live monitoring device are listed and
accessible. To view all active locations, select Locations located at the bottom right corner of the tile.
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Locations

Name

No locations found

View all 11 Locations .

Active Sector Alarms
This section displays a list of all ongoing alarms within each sector, representing violations that remain

active. To access the complete list of current sector alarms, select View all alarms located at the
bottom right corner of the tile.

Active Sector Alarms

Sector Rule

A\ Example excursion (Examp..ion) (device) > 8.00 °C for 00:20:00 §,, =—

1 Alarm(s) to be Acknowledged and 0 to be Closed. | View all alarms

Shipment

All active shipments are shown here. To view them, click Shipments at the bottom right of the tile.
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Shipments

Name

@ FromAtoB
@ FromAtoC

View all 2 active Shipments.

Active Shipment Alarms

This section displays a list of all ongoing alarms related to shipments, such as active violations. Users
can access all current shipment alarms by selecting View all alarms located at the bottom right of the
tile.

Active Shipment Alarms

Shipment Rule

No active alarms found

0 Alarm(s) to be Acknowledged and 0 to be Closed. | View all alarms

Page 61 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Locations

The locations screen provides an overview of all the locations created in the system and indicates their
network status (offline or online).

A Location can be:

e An origin location for Shipments.
e A destination location for Shipments.
e A location with a monitoring network containing a Sector.

Lacations

Locations AR Al | Togsle Filters

Show 25 w entries

- - A No. of last reported dev

A A A s A —
Name w No. Sectors w No. Origins w No. Destinations ices

SITEGW 1 0 0 0 o

By clicking on the location name, you will be redirected to the overview tab of that particular location.
In this tab, you will find the following information:

e Address: address information that has been pre-defined for the location.

e Sector Overview: this sector overview provides a list of all the sectors within the location. The
status is shown for each sector, including the value and timestamp of the most recent
measurement.

e Summary: this section on the right side of the screen displays the last measurement of a sensor
from this location. It also shows information about the number of shipments originated/destined
to this location and the number of sensors reported from the location.
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< Locations

SITE GW

Details Map  Audit Trail

General Summary
Description: Qrigin / Destination: Both
No deseription provided
. f i i
Address Contact Information No Last Sample Information available
Shipments originated: 0
Street: Mitteldorfstrasse 2 Contacts: o
Shipments destined: 0
Postal Code: 9608 Phone Number:
Devices reported last: 0
City: Ganterschwil
Province: St.gallen
Country: Switzerland
Sectors
Name
» 6 Mediaroom oH =

This page also provides a number of tabs:

SITE GW

Details Map  Audit Trail
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Details Tab

This tab contains a general overview of the location:

< Locations

SITE GW

Monitor(s) | Create Sector

SITE GW

Details Map  Audit Trail

General Summary
Description: Origin / Destination: Both
No description provided
. No Last Sample Inf ti ilable.
Address Contact Information o Last Sample Information available
Shipments originated: 0
Street: Mitteldorfstrasse 2 Contacts: o
Shipments destined: 0
Postal Code: 9608 Phone Number:
Devices reported last: 0
City: Ganterschwil
Province: St.gallen
Country: Switzerland
Sectors
Name
A=

» @ Mediaroom

Map Tab

This tab contains a map where the location is visible:

€ Locations

SITE GW

Monitor(s) | Create Sector | # Modify

SITE GW

Details Map  Audit Trail

Map

Karte Satellit

b, 16 |
%
@)
a S
i
4 %
& i , Neckery,
SRR MIHOEN & Ganters§iwil
&
&
b
Hoor
. “CKartalsirggy
& )
£ 8
£ ( i
5 m &
S %,
» . -
Zweckverband g % —
Y : 9 Jsirasse
v : Hallenbad Biitschwil Berqhof(\/ =
oogle =, e Kurzbefehle ~Karlendaten © 2022 Google  Nutzungsbedingungen

For further information about locations, refer to the following sections:
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e Audit Trail
e |cons

Managing Locations

Step SmartView Actions Result
Function
1 Locations Select List with all related information about locations.

Name and content for a new location:
General
Address
2 New Location +Create Location Contact Details
Shipment Settings

Select: Name of

3 New Sector location
Function to set up a new sector:
e Name
e Description
Data source as “Device data” or “Manual data” and
4 Create Sector )
define the start date.
5 Save

Create Location

To create a location, complete the following steps:

1. Click on the Locations tab in the main menu. This will display a list of all locations in SmartView.

Locations

T

Shrw 1y w enlibes

2. Click on the Create Location button and choose a name for your location.
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3. Provide optional details such as address, email, contact, and precise location (longitude and
latitude).
4. Select this as the origin or destination.
Please provide the email address of the individual responsible for the location (e.g., Location
Manager). If network monitoring is enabled for your site, the system will use this email address to
send notifications should the network at the location remain offline for more than one hour.
< Locations
STIEIRS
SITETS Contact Details
General o
Address
Sl. EEEE Shipment Settings
C[s:\lf:uclmn-,‘ -
[ cois |
If you are using SmartView for shipment monitoring, you will see the Shipment Settings section in
the modify location screen (as shown in the above image). This section allows you to mark a
location for the usage of origin and/or destination.
e If you want a location to be used as origins of shipment, check the box Use as Origin.
o If you want a location to be used as destination of shipment, check the box Use as
Destination.
e To use alocation for origins and destinations, check both of the options.
Modify Location

To modify a location, click on the Modify button in the right corner.
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€ Locations

SITE TS

Details Map  Audit Trail

You can modify the following fields as shown in the screenshot.

SITETS Contact Details

Contacts:
General x

Description:

Phone Number:

Address

Street:

Shipment Settings
Street Number:
Euse as Origin

Bluse as Destination

Postal Code:
City:
Province:

Country:

Enable/Disable Location

If you want to enable or disable a location, use the toggle Enable/Disable on the bottom of the details
tab in modify mode.

Choose to modify in the Locations tab.

€ Locations

SITE TS

Details  Map  Audit Trail
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Scroll down to the toggle Enable/Disable and change settings.

< Locations

SEIENNS

General

Description:

Address

Street:

Street Number:
Postal Code:
City:

Province:

Country:

[

Click Save to save your settings.

€ Locations

SHIENES

General

Description:

Address

Street:
Street Number:

Postal Code:

Province:

Country:

Disabled

Contacts:

Phone Number:

Shipment Settings

Huse as Origin
Huse as Destination

Contacts:

Phone Number:

Shipment Settings

EUse as Origin

HUse as Destination

Monitor(s)

Clicking on monitor(s) displays a color-coded overview of all sectors in a location, opening in a
separate window for easy monitoring on an external screen.

Page 68 of 234
© Carrier. All Rights Reserved.

T82005431A



SmartView User Manual

Page 69 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Color Status Display

green Actual temperature within set
limits

red Actual temperature outside set
limits

yellow Sector offline

Last Timestamp
55 Minutes ago

A

white No event profile is set for this ;
P Fridge 3 - (SP)
sector .
Min Max.
3.69°C 6.75°C
388°C ot SER*C
Last Sample Lost Timestamp
588°C 1 minutes afo
2 Device(s) Active
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Temperature Monitor Description

k

e The figures of the big letters (in this example 4.72°C and 4.85°C) show the minimum and the
maximum measured temperature over the last 24 hours.

e The small figures below(actual) show the minimum (4.65°C) and the maximum (4.77°C)
measured temperature of the last timestamp.

e The last sample indication shows the temperature of the most recent device, which is in this
example 4.65°C.

Network Offline Notifications

Network Offline Notifications

The customer (site contact) will receive a notification in any case if the network is offline for more than
60 minutes.

If the notification is enabled by default, it cannot be modified. For changes to network notifications,
please contact Sensitech Support Services at Sensitech.support@carrier.com.

Location Notifications

If a location sector goes offline, the contact person will receive an email notification.
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You can modify users (add and remove) on the right by pressing the button modify:

- LBEats

SITETS

W Masiaring ZITETS
£ Denbdboard Eetads  Map el Tend
=
T Liscatins
Gensgral Surmmay
[ Tr— Dwicranas, Orign | D Bnslion. Both
p o Sarrptan provaded
ek P |t Sy | et et
s TCH Addrens Certact Information
Thpeeniy srgasied
[ g i [—" . ] ]
Frpeeety depnrad
o Haos Foatal Coda: e Frairw N bms P
Coprapipt sogutanid Last 0
¥ Phpreed daghboard -~ oy
Fgusiaiay L
¥ '
Conantry: 2
¥ ek
SaCLaih
v () Wt =
j'-\. ..... P

Add or remove users from the notification list:

Page 72 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Cancel ﬂ

Contact Details

Contacts:

Phone Number:

e.g. +316123456789

Shipment Settings

Fuse as Origin

fuse as Destination

Location Geofence

You can set a geofence for a location to receive email notifications when a GPS-enabled sensor (such
as Sendum) detects a shipment entering or leaving the area. This feature keeps you informed about
shipment arrivals and departures.

As accuracy may vary it is recommended not to set the perimeter to strict.

To define the geofence for a location complete the following steps:

1. Inthe location menu item and click on the Modify button and then click on the Map tab.

€ Listatiofi L] il

PR il Mag el Trall

Grengral
- —— [ecpmnas

i .
B ol Agddrens Conlact Information
B Dwices - —

Pt Cidn g Mapral

Sectoii

b T =

) G T abmab I h =
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4 Locations D Manual

— General D cancel |NCEVGS
- /J'WT " 7 - -

\ e -p N

Karte Satellit g s a2

Geo Fencing

Latitude:
sl e.g. 52154411

Longitude:
engbice e.g. 5.388023

Geofence Radius (km): 0

Auto Location | ManualLocation | Geo Fence

Controls
Left Click Right Click
Defines Location f Geo Fence Clears Geo Fence

2. Click the Geo Fence button to display a map with an interactive location icon.
3. Define a circular geofence by left-clicking on the map.

The circle and its radius will appear around your chosen location and be listed in the radius field.

£ Locations. @ Manual

e - General ~ Map cancel

rA
[

Karte Satellit
Geo Fencing

Latitude:

. :
- DOGelénde orfli 9
e 47.38021699999999

Longitude:

B 9.0910859

Geofence Radius (km): 0.5

Auto Location  Manual Location
Controls

* j Left Click

Defines Location /.

Right Click

Clears Geo Fence

Zweckverhand 9
\Hallenhad Biitschwil

Google

You can use the right-click of the mouse to undefine the selected geofence and redefine the
geofence.

4. Click on the Save button to save the changes.
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Sectors

A sector is a monitored area, e.g. containers, refrigerators, warehouses, work facilities.

Step SmartView Actions Result
Function
1 New Sector Select: Name of
location
2 Create Sector Function to set up a new sector:
Name
Description

Data source as “Device data” or “Manual data” and define
the start date.

3 Save

Create a Sector

For a step-by-step guide to how to set up a new sector please follow the use case.

To create a sector, complete the following steps:

1. Click on the Create Sector button in the Location:

- Lotatians
SITETS
SIMETS roabe S

T D= Qg DmBnator: B

cher | Modily

Addiis Coalact Information

- y —

B Foatsl Cooe P N b

2. Select a name and description for your sector, then specify whether it will be used with a device or
manually entered data.
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3. After making your selections, confirm by pressing OK.

Note that setting the sector to Manual data cannot be undone.

Modify Storage Conditions

From the Site Settings/Storage Conditions, select a storage condition for your sector:

< SITETS
Warehouse
General  Associations  Alarm profiles  Milestones E
Warehouse Sector Offline Menitoring Off °
Description: Storage Concition [Select a Storage Condition...]w

[Select a Storage Condition...]
4 Ambient (15.00 °C - 30.00 °C)

Cold (2.00 °C - 8.00 °C)

Cool (8.00 °C - 15.00 °C)

55005 - - .
Freezer (-25.00 °C - -10.00 °C)

Device data

Add a Device Association to a Sector

To add a device association to a section, complete the following steps:

1. Click on the Associations tab - then click on the Create Association button.

& SITE TS
Warehouse

Warehouse General  Associations  Alarm profiles  Milestones Create Association

Serial No. Started Stopped
No associations created. Create Association
Serial No.
Device Type

Association Details
Start Date

Stop Date

Save

2. Inthe Serial No./Name field, enter device for the sector.
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Devices
Serial No./Name: Type: State: Association: Created Date:
[Select a Type...]wr Enabled A4 Free A4
Show | 25 w ‘entries
4 Serial No. % Name # Last Location $ Timestamp
A @ Example Device 1 n/a n/a
M @ Example Device 2 n/a n/a

Showing 1 to 2 of 2 entries (filtered from 7 total
entries) 1 ‘ o

3. Select or modify the start date and click on Save.

4. Repeat this process for as many devices as you would like to add to your sector.

Add an Alarm Profile to Sector

Before adding an alarm profile to the sector, make sure you have created a profile with appropriate
alarm rules.

To add an alarm profile to a sector, complete the following steps:
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1. From the modify screen of the sector, click Modify.

< Locations

SITETS

Details  Map  Audit Trail

General Summary
Description: Origin / Destination: Both
Ne description provided
. No Last S: le Infa ti ilable.
Address Contact Information © hast sampie Snjermation avariabie
Shipments originated: 0
Street: nfa Contacts: ° n/a
Shipments destined: 0
Postal Code: n/a Phone Number: n/a
Devices reported last: 0
City: nfa
Province: nfa
Country: nfa
Sectors
Name
w [ Warehouse A E
Last Timestamp:  n/a View Sector

Min. Temperature:  n/a View Graph

Max. Temperature: n/a Modify Sector

2. On the Modify screen, click the Alarm profiles tab:

€ SITETS
Warehouse

Warehouse General  Asscociations  Alarm profiles  Milestones

Monitoring Disabled

3. Click on the Monitoring Disabled/Enabled button to enable alarm monitoring and select an
AlarmProfile from the dropdown list:

& SITETS
Warehouse

Warehouse General  Associations  Alarm profiles  Milestones
Monitoring Enabled

[Select an Alarm Profile...]

[Select an Alarm Profile...]

Modify Sector Warehouse

4. Click Save to save your changes.
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Sector Notifications

When sector offline monitoring is enabled SmartView will send email notifications to SmartView users.
This functionality can be configured for each sector, including time interval and recipients. Press
Modify Sector and then press Sector Offline Monitoring ON/OFF.

< Locations

SITETS

Details Map  Audit Trail

General Summary

Description: Origin / Destination: Both
No description provided

. No Last Sample Information available.
Address Contact Information :
Shipments originated: 0
Street: n/a Contacts: @) n/a
Shipments destined: 0
Postal Code: n/a Phone Number: n/a
Devices reported last: 0
City: n/a
Province: n/a
Country: n/a
Sectors
Name
- Warehouse =
Last Timestamp: nfa View Sector
Min. Temperature:  n/a View Graph
Max. Temperature: n/a Modify Sector
= SITETE
Warehouse
o e s e () D
% DuasFias
Warehowse E— ©
acal
st e B gl
& — Dt it e
"
= i

®

Users have to set up these notifications for their sectors to benefit from this functionality.

Device Notifications

When no device measurements are received from the sector for the user-defined period. This

functionality can be configured for each sector, including time interval and recipients.
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& Locatlons

< ]

+SMETS
Warehouse

W ehanrse

R

wial | Mssciavons  Mdam probies  Mibeiamses Em Siwn and ot

The notification for devices can be set ON or OFF.

Fiotrbranus Aegsry

If it is ON, the notification will be sent to the user-defined above within the notification recipients.

Location User question mark: This user(s) will be used for the location offline/ online notifications.

< Locations

SITE TS

SITETS

Details Map  Audit Trail

General

Description:
No description provided

Address
Street: nfa
Postal Code: n/a
City: nfa
Province: n/a
Country: nfa
Sectors
Name
> Warehouse

Contact Information

Contacts: o

Phone Number: nfa

B
Il

Enable/Disable a Sector

To disable a sector, complete the following steps:

Monitor(s) | Create Sector

Summary

Origin f Destination: Both

No Last Sample Information available.

Shipments originated: 0
Shipments destined: 0

Devices reported last: 0

1. On the bottom of the General tab, toggle Enabled/Disabled and then select Modify Sector:
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£ Locations

SITETS

Details Map  Audit Trail

General Summary
Description: Origin [ Destination: Both
Ne description provided
. No Last S: le Inf ti ilable.
Address Contact Information © hast sample fnjormation avarabie
Shipments originated: 0
Street: nfa Contacts: @ n/a
Shipments destined: 0
Postal Code: nfa Phone Number: n/a
Devices reported last: 0
City: nfa
Province: nfa
Country: n/a
Sectors
Name
- Warehouse A =
Last Timestamp:  n/a View Sector
Min. Temperature: n/a View Graph

Max, Temperature: n/a Modify Sector

2. Scroll down to the toggle Enable/Disable and change settings.

& SITETS
Warehouse

i e |

O Cuishiboans
warsnaess emm— o
B Locatisns
N e B pee
& Shupmants Bewrripton:
W TCIs
B twvices Hathy mopae mhee Bl SEvaen mooved oo dits o
- 1w e
B Mg

¥ Waperand didhisind

p— E——

b by st ity e o] ot b

L sl

3 Corigaion
Lt egd Dendnae

Amrbaeat [15.00%C = 30.00 ~Cw

) Dorich +2

3. Click Save to save your settings.

Sector Details Page

Click on a location and select a location sector:

Page 82 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

£ Location

O Dashibsaar Detnls  Mag  Mesid Trad
L =
Carver Sumimary
B shipmanis Epiatriptaen i | Gateats |
L Address Conlact [nformation
i prranls wroealend
E i # C B “

B Hact Parital Lot @ Bt i

Cresiry

Seciors

&, Samedy :;‘;7..]
Overview

The overview of the Sector Details page contains the following tabs:

Details, Graph, Statistics, Alarms, Audit Trail, Measurements (Measurements will only be visible if the
sector is set up for manual data)

© Example Sector

Details Graph Statistics  Alarms Audit Trail Measurements

On the right-hand side following buttons are available:

Details

General Section includes the following:

e Description: This is a description of the sector that can be manually entered by the user.

e Sector offline monitoring: Provides a general overview of the set sector offline monitoring
rules

o Device offline monitoring: Provides a general overview over the set device offline monitoring
rules

¢ Notification recipients: Provides a list of the set recipients for the sector and device offline
notifications.
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e Power status: Provide the power status of the sector if applicable
e Data source: Provide information if the sector contains manual data or device data.

Associations
This area will provide an overview of all past and present associations in the sector. With a click on the

triangle on the top right the window can be expanded and further information displayed.

Associations

Started on: 2022-07-2810:24:54

Stopped at: n/a

® 4bxm-y3uc-oy5jl (SmartPoint

Association Details: No association details provided. smpeture »
Battery percentage »

Started on: 2022-07-28 10:24:54

Stopped at: n/a

Duration: 11 days 03:09:58

Last Message: 2022-08-08 13:30:38

Sector Summary

This section presents an overview of the sector, including the extreme values from the most recent
samples and information about the device that most recently communicated.

Sector Summary v
Sensor Min Max
Temperature 24.90°C 24.90 °C
Last Sample
From: 4bxm-y3uc-oy5jl
On: 2022-08-08 13:30:38
At:
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Alarm Settings

This section provides information on which event profile is currently set for this sector:

Alarm Settings (SITE TEST) M
Schedule: Always On

Recipients: No recipients set

Rule Status

No alarm rules provided.

Excursions

The excursion tab provides an overview of all excursions that were triggered within the sector. Within
the table that can be found here the following information is documented: Sector ID, Type, Name,
Event Rule, Root Cause, Action, Start, End, The User state of an alarm.

© sectorn-Frige
Details  Graph  Statistics ~ Excursions  AuditTrail  Clinical Trial
Excursions %

Show 25 w entries

S0 # Rule # Root Cause # Action w Start FEnd

461 Temperature > 8.00 °C (46.40 °F) No reot cause provided 2017-12-0116:38:32 2017-12-0117:00:29

459 Temperature > 8.00 *C (46.40 °F) No reot cause provided. 2017-12-0115:38:32 2017-12-01 16:08:31

457 Temperature > 8.00 °C (46.40 °F) No reot cause provided 2017-12-0115:23:31 2017-12-0115:38:32

On the right side behind the tribar button, you can directly:

Toggle Filters

Start Date
2017-12-04 07-46:26 Jo

2013 View Excursion @

2017 View on Graph

. Acknowledge Excursion
2013

Modify Excursion

p1) Y SE— a@ —
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Milestones

SmartView enables users to record important details associated with a particular sector by providing
the option to add milestones. For instance, when documenting an event such as sector downtime, a

user may create a milestone titled "Fridge without power for one hour" to capture the occurrence
accurately.

Under this tab, you can see all the milestones related to this sector that have already been defined or
add new milestones if necessary.

Warehouse

LIS

To create a milestone, complete the following steps:

a) Select a sector and choose to create a new milestone.
b) Select the date and time of the milestone in the date field
¢) Provide a short description for the milestone and click the Save button.

You can visualize your milestones both on the sector graph and on the sector PDF report.
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Modify a Sector

To modify a section, click Modify.

£ Locations

SITETS

SITETS

Details  Map  Audit Trail

General
Description:
No description provided
Address
Street: n/a
Postal Code: n/a
City: n/a
Province: n/a
Country: n/a
Sectors
Name
- Warehouse

Last Timestamp: n/a
Min. Temperature:  n/a
Max. Temperature:  n/a

Contact Information
Contacts: @ nfa

Phone Number: nfa

Summary
Qrigin / Destination: Both

No Last Sample Information available.

Shipments originated: 0
Shipments destined: 0

Devices reported last: 0

A

View Sector

View Graph
Modify Sector

You can modify all entries which you have put in when creating the sector.

M Lacahora

4 SITE TS
Warehouse

WA

Dt gt

Dwwca daty

Modify the following settings in a sector:

e General

dprmirbgey e probles  Mdesigesr

& |
EEmre—— ¢

e e B st

Lo egs [endnae
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e Associations
e Alarm profiles
e Milestones

General

£ SITE TS
Warehouse

Dinaid (s Mordoneg On

The following describes fields and functions on this page:

e Description: description of the sector.

e Enable/Disable: This slider allows the sector to be enabled or disabled as required.

o Device data/Manual Data: The sector may be transferred from device data to manual data,
enabling the addition of manual records. The sector will be marked accordingly, as the integrity of
the data cannot be guaranteed due to the lack of verification.

Once this action is confirmed, it is permanent and cannot be reversed.

o Offline monitoring: There are two types: sector offline monitoring, which activates when all
devices in a sector go offline, and device offline monitoring, which triggers when an individual
device stops reporting. It's generally advised to set a shorter alarm delay for sector offline
monitoring than for offline monitoring.

e Who will be notified? The users defined in the notification recipients will receive an email
notification.

e When will the notification be sent? Users will receive the email notification within one hour after
SmartView has detected that the sector is offline. Another notification will be sent once SmartView
detects that the sector is online again.
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Associations

In this area, you can manage device associations: edit existing ones using the tribar icon or add new
devices by clicking the serial number field on the right. If an association is deleted, relevant data
remains in the audit trail, and sector excursions during the association stay visible.

Example Sector General ~ Associations  Alarm profiles  Milestones Create Association

Serial No. Started Stopped

Example Device 2022-09-2310:25:3 n/a = Create Association

6

Serial No.

Device Type
Association Details
Start Date

Stop Date

Alarm profiles

Before adding an alarm profile to the sector, make sure you have create an alarm profile with
appropriate alarm rules.

1. On the Sector screen, click on Modify.
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2. Click on the Alarm profiles tab in the modify screen:

€ SITETS
Warehouse
“ Monitoring Warehouse General  Associations ~ Alarm profiles  Milestones
O Dashboard
Monitoring Disabled
® Locations

@ Shipments

G TCIs

Devices

08 Maps
> Shipment dashboard
> Reporting

> Configuration

@ zurich +2
o

A

3. Click on the Monitoring Disabled/Enabled button to enable alarm monitoring and select a
created alarm profile from the dropdown list:
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& SITETS
Warehouse

Warehouse General  Associations  Alarm profiles  Milestones
[Select an Alarm Profile...) - Monitoring Enabled

[Select an Alarm Profile...]

4. Sections of the chosen profile related to notifications can be modified. Available options include
adding recipients, selecting notification methods such as mail or SMS, and configuring the
repetition interval and escalation delay. The repetition interval enables reminders to be sent by
mail, while only one SMS notification is permitted per excursion.

Recipients:

Schedute:

Can Escalate

Repetition Interval Escalation Delay:

Recipients: Escalation Recipients

MNotification Type:

< SITETS
Warehouse

General  Asscciations  Alarm profiles  Milestones

lext
Sector Of" .. .onitoring On 9

Warehouse

oo ication Recipients
Description:
x

Notify recipients when all devices received no data for

Enabled 10w hour(s)

Device data
Device Offline Monitoring On

Notify recipients when any device received no data for

10w hour(s)

Storage Condlition 1 bient (15.00 °C - 30.00 °Ciw
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5. Click on Save to save your changes.

Milestones

Within this tab Milestone for this sector can be generated that help document the relevant
information that affects the sector.

4+ SITETS

Warehouse

Warshouss Garees Asmeioes kb prokiey Mo | |

Measurements

If the sector is configured for manual data entry, an extra tab is available for adding data points
representing temperature or humidity. Data can be entered on the right side of the interface and then
either declined or approved for further processing using the two buttons located at the bottom of the
measurements table.

Page 92 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

= SITETS
Warehouse 2
v O
) Dashbaard Dwtnilln  Graph  SEsffies Al AudiE Tl  TChe  Messauremssés
1
® Locations General Sector Summany k
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In this tab the manual added data will be listed in a table with one of 3 different states. The 3 different
states are as follows:
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Name Description
State Meaning
Pending Data was entered
Approved/decline Data was peer reviewed
d
Processed Data handled by
SmartView
Details ~ Graph  Statistics  Excursions  AuditTrail  TCls  Measurements
Show 10 w entries
& start w Stop Value Stata Modified by
© 2020-09-03 12:00.00 2020-09-03 13:00:00 25.00% processed oprakshatha
2020-09-03 12:00:00 2020-09-03 13:00:00 25.00°C processed aprakshatha
"~ 202009-0119:10:48 2020-09-01 20:04:48 12.00% processed api-akshatha
"~ 2020-09-0118:10:48 2020-09-01 19:04:48 67.00°C declined apiakshatha
T 2020:090115:1048 20200301 16:04:48 2300°C processed apakshatha
"~ 2020:090112:1048 2020-09-01 13:04:48 Yes pending aprakshatha
2020-09-0111:03:48 2020-09-0112:04:48 50.00°C pending apirakshatha
~202008-3015:20:00 2020-08-30 16:00:00 104.00°C declined api-akshatha
" 2020-08-3014:20:00 2020-08-30 15:00:00 100.00°C processed api-akshatha
2020-08-30 12:20:00 2020-08-30 13:00:00 34.00°C declined apimusa
Showing 1 to 10 of 33 entries 1132 3] 4| Next

The table shows the user who made the latest change. Details of all changes and responsible users are
available in the sector's PDF report.
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Adding manual data

A manual data entry can be created on the right side of the measurement window:

& SITETS

Warehouse 2

© Warehouse 2 (sITe T5)

Details Graph  Statistics Alarms  Audit Trail TCIs
Show qp w entries
%%) & Start w Stop Value

No data available in table

Showing 0 to 0 of 0 entries

v ] x

Approving/declining Data

ERL 4 Modify

Measurements

Create Manual Data

State Modified by

Start Date:
Stop Date:
Sensar

[Select a Sensaor...) -

Value:

Save

The entered data can be approved on the bottom left side of the measurement window.

© Example Manual Data sector (A Test

Detalls  Graph  Statistics  Alarms  Audit Trall TCls  Measurements

Show 19 * entrles

al a

¥ ¥ St w Stop Value

No data avaslable in table

Showing 0 1o 0 of 0 entries

m A Meshly

Create Manual Data

State Madified by Stort Date:

Stop Date:
Sensor

[Select a Sensor.. -

Value:

After selecting the action, a popup will confirm if the action is successful.
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Approve Multiple Measurements 3

You are about to approve 1 measurement(s). Are you sure
you want to do this?

Measurements have been approved

Ok

Sector PDF Report

To create a customized sector report, click on the PDF button on the right:

& SITE GW
Mediaroom

@ Mediaroom (SITE Gw) + Milestone # Modify

Details  Graph  Statistics Alarms  Audit Trail ~ TCIs

In the upcoming pop-up window, you have multiple choice settings for your report:

Create Sector PDF Report

Generic Settings Sensor Type Settings

Period: Last 7 Days Parameter Graph Stats Meas.

Temperature v v
Overview & Associations:
Alarms:

Alarm Management:

TCIs:

—_—

IRV

Battery percentage

)

Milestones:
Audit Trail:
Statistic Graphs:
Graphs Notes:

AN

) A

Use customized y-scale:

Cancel
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A shipment is the carriage of goods under various conditions and by any combined methods.

e Managing Shipments

e Stopping a shipment

e Creating a Milestone for Shipments
e Shipment Relevant Time

e Shipment Dashboard

e lcons
Managing Shipments
Step SmartView Actions Result
Function
1 Shipments  Select List with all Shipment related information
New Name and content of a new shipment. Use
5 Shipment +Create Shipment former shipments as a template.
Add a Device Association to a
3 Shipment
More Actions Export data as CSV-file or add shipment to
Analysis
New Select the check box ofthe  Milestones are descriptions used on
4 Milestones  desired shipment transportation graph
5 Scroll to the end of the list
Determination of the transportation graph
6 Create Milestones markings by time and description.
7 - Save

- Save and Next

Shipment Overview Page
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Shipments

Filter By Shipmwents

| [— H togate r-u-...]

]
Showr 1y w  maivies
O Casshcard

o wame W Comtomar Ao Profie ' Prochact @ Crign w lnadedion

& Locations
B Lhgenami
& TCIn

B Cwvices

Tramaport Hathod

Ax -

g & o &

B g

2 Pagrerd dabEcart
Shierrg 1 10 & o & eftried 1

[cnmnrsonan [~ | x |0

3 Beparting - ot

3 Corfgerntion e e

Filter by:

Filter By

Until:

Transport Method:

All v

Status:

[Au) -

Has alarms:

[An) -

Product:

[Select a Product...) -

Clinical Trial:

[Select a Clinical Trial...) .

Customer:

[Select a Custome...] -

Origin:

[Select a Location...] -
Destination:
[Select a Location...] -

Trip 10z

Batch Na.:

Unit Load Device:

Commission Number:
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Create Shipment

For a step-by-step guide to how to set up a new sector please follow the use case.

Before you start creating a shipment and defining its detailed information, make sure you have
already defined and/ or configured the following information:

Customer

Location (to be defined as origin/destination)
Product

Air carrier subset list

1. From the shipment overview page, click on Create Shipment to add your shipment.

This will open a popup as illustrated below, allowing you to choose a shipment ID for your
shipment:

2. Once you have chosen the shipment ID, click OK and you will be redirected to the screen, allowing
you to choose the detailed information for your shipment.
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< Shipments
Shipment
V¥ Monitoring General  Associations  Alarm profiles  Milestones  Files m Save and Next
0 Dashboard
Shipment
@ Locations
@ Shipments General
Description: Customer: - s
B TCIs [Select a Customer... -
Devices

>

Expiry Date:

08 Maps

Shipme:

Product
t dasht Expiry Notification Recipients:
t dashboard
Product: %
[Select a Product...] -

> Reporting

Product Code:

> Configuration

© Zurich +2

o
=y

Transport
Batch No.:
TripID:

Order No.:

[Select a Location...] A4

: [Select a Location...] -
«

3. Provide the following information:

General settings about the shipment: In this section, you can edit the name (i.e. Unique
Shipment Identifier) of the shipment and optionally can add a descriptive note to the shipment.
You can also define the customer of the shipment by selecting one from a drop-down list.
Transportation information of the shipment: In this section, specify the shipment's origin,
destination, trip ID, transport method, transportation company, and carrier. Select origin,
destination, and transport method from drop-down menus. If “Air” is chosen, the carrier field
provides an “Air Carrier” drop-down; for other methods, enter the carrier's name manually.
Product information for the shipment: This section allows users to select a predefined
product for shipment. If a product code is assigned, choosing the product will automatically fill
in the product code on the screen. Users may also enter the related batch number and order
number if needed.

Also note that you may not be able to delete an item (e.g. customer or product) if it has
once been used with a shipment.
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4. Associate the necessary devices with the shipment:

& Bhapments.
Shipment &%
 Honoreg Skipment © Gpegral  Abbotatiesd  hles peables.  Milestasii  Piles _
O Do d Seial s Trariad [ e
T Croate Assockation
B Locationy
il e
B Shpmess
= Device Type
B Dewiees
At isact EaH0R
i Haps
3 et dabdea
] ISeloct & Packing Syatem.. ] -
3 Cobeaain Dbt Pt st
{Select & Placsment.. | -
$air] Dt
Sicp Daia
& Burich o3 oot o Dt
N *

a) Inthe Serial No./Name field, enter your device for the shipment:

Devices

Serial No./Name: Type: State: Association: Created Date:

[SelectaType..] ¥ Enabled ¥ Free v

Show 25 w entries

 Serial No. % Name % Last Location + Timestamp

Showing 1 to 1 of 1 entries (filtered from 10 total
entries) 1

b) Select or modify the start date and click on Save.

5. Enable the alarm monitoring for the shipment by choosing an existing alarm profile.

This will enable SmartView to apply the appropriate rules and notify you in case of an excursion
alarm.
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a) Click on the Alarm profiles tab to access the alarm page:

4 Shpmenta

Shipment &

Shipmrent Gaeprnl  amocistins  Slwrs peofles MilpSoea Pl Cance E
0 0 .

g D

-
B Ship
'Y
"
B

a) Click on the Monitoring Enabled button, to enable the alarm monitoring:

4 Shigments

Shipment &=
Shipmasi Garausl  Amocistiess &k o prstiass L L] s Canes ‘=
- =T
o
®
-
B i

b) Choose the appropriate alarm profile from the drop-down list:
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1 Shismeen

Shipment
hipmaai il Aniatbnis, |ty | el Plas | P
=) -
| [Seloct an Al Profle ] |

If you cannot find the necessary alarm profile in the list, you can define a new alarm profile by
following the steps in chapter Alarm Profiles.

By selecting the alarm profile in the drop-down list, the alarm profile will be applied to your
shipment.

c) Click on Save to save your changes.
Add a Device Association to a Shipment

After creating a Shipment, you need to associate one/more devices to it. You can also add devices to
an existing shipment that has not been started yet.

Unit Load Device
You can add one or multiple unit load device ids to the device association.
Commission Number

You can add one or more commission numbers to the device association.
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Create Association

Serial No,

Device Type
Association Details
Packing System

[Select a Packing System...] v

Device Placement

[Select a Placement...] -

Start Date
Stop Date
Unit Load Device

Commission Number

=)
Modify a Shipment
The Modify Shipment screen can be accessed in two ways:

1. From the options button = in the shipment overview page, choose Modify Shipment.

Shipments

Imomomom

By clicking on a shipment in the shipment overview page, you will be redirected to the view
shipment page.

2. Click on the Modify button.
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< Shipments

Shipment

v Monitoring Shipment + Milestone ﬂm

O Dashboard Dotails Graph Statistics Map Alarms  Audit Trail  Files  TCIs
@ Locations :
General Alarm Settings >
Status: Active
© shipments P CreationDate:  2022-08-16 16:37:19
escription: »
No description provided Comments (0)
@ TCIs Customer: nfa
@ Devices Expiry Date: n/a
9 Maps
¥ Product Transport
> Shipment dashboard Wi nfa Origin: SITETS
S Reporting Code: nfa Destination: SITETS

Batch No. n/a Method:
> Configuration

Add an alarm profile to a shipment
To add an alarm profile to the shipment, complete the following steps:

1. Click on the Alarm profiles tab in the modify screen of the shipment:

i Shipmentz

Shipment e

R Shiprment Gongenl  Assscisnions  Mlsrmprobles  Mibesises  Files [“"'ﬂﬂ

2. Click on the Monitoring button to enable alarm monitoring:

& Ghipments

Shipment e

Mo dpr vl ‘_|F:;|.'|II'.|-I Lwemin i Pebrri Alaie jriiies Hlawiaras  Fies l\:l.': Sawe
.
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3. From the dropdown list, select the alarm profile which you have created.

4 Shigments

Shipment

hipmast sl Asiniies. | Al pralies | Wt P I canca E
| ——

4. Click on Save to save your alarm profile to this shipment.

Clicking Monitoring Enabled while it's active will remove the profile from the shipment.

Add a Milestone to a Shipment

SmartView allows a user to document useful information related to a specific shipment by allowing the
user to add a milestone to the shipment.

For example, to document the arrival of a shipment to a location, a user can add a milestone
“Shipment arrived at location X" with the time stamp of the arrival.

For more details, please refer to the Milestones section.
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Add files to a shipment

To ensure the best possible documentation it is also possible to add documents to a shipment this can
be done by the last tab named Files.

A v

Create a Master Shipment
On the shipments overview page, click Create Shipment.

A pop-up window appears. Fill out the shipment name, choose a shipment template (if available), and
click Mark as Master:

Create Shipment

Shipment Name:

Master Shipment

Shipment Template:

Mark as Master: e A

Cancel

After that, you will come to the shipment details page and see that two “sub shipments” have been

Created:
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Sub Shipments
= Shipments
Master Shipment

Mg () Mastes Shipnient

mmm 2

!’j Dot bl Owanda TGanpn Stararca Miup Alwwng  dasdes Tradl Pides Cla

Sub Shepmeents I@ Alarm Settings

B Shipmests

o Manter | ke I Master Shipmant | inide 5
B TCIs Haarrar Magier Shapment | somce ﬂ
Master Shipment | cutskde ’
B Devices
B Maers Garreral
Haten. dle Comanenti i "
3 gt i Duwcapbios Copirtrs Date
i
Capierrar
) B i
Eipéry Dwle.

Change the name of the “sub shipments” which have been created automatically for you.

General
General
Status: Completed .
D T Creation Date: 2022-07-29 11:30:09
escription:
No description provided
Customer: Customer B
Expiry Date: n/a
Product Transport
Name: Product A Fridge Origin: Amersfoort NL
Code: Controlled Fridge Destination: Berlinger Toggenburerstrasse
Batch No. n/a Method: Air
Order No. n/a Carrier: Swiss
Minimum Temp: 2.00°C Company: n/a

Maximum Temp: 8.00°C

Shipment Results

The shipment results are a compilation of all shipment-related key data. These data are time
information, measurement values, and status of the shipment.
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Shipment Results

Started on: 2022-07-29 11:30:39

Stopped at: 2022-08-24 16:40:19

Duration: 26 days 05:09:40
Milestones

Milestones
# Timestamp User
1 2022-09-21 11:59:2 Andreas Gubler

2 2022-09-21 11:59:5 Andreas Gubler
2

Associations

Unlike creating a normal shipment, you must assign at least two devices to this shipment

Sensor Minimum Maximum
Temperature 17.64°C 33.13°C
Humidity n/a n/a
Battery percentag 83.00 % 99.00 %
GPS Coordinate n/a n/a

shipment, there must be at least one assigned device.

. In each sub

It is possible to have more devices assigned as you can see in the example below and you can
combine/mix devices (CLm doc, smartPoints, etc.)

DocShipment4 | inside

Serial No.

> 4e9s-ppua-gcqwb

DocShipment4 | outside

Serial No.

> adem-o07id-z79jg

> ab649-wsum-xcbyg

Notes

S
2

3

S
2

9

”
s

4

tarted Stopped

022-09-23 08:19:5 2022-11-23 08:19:5
3

tarted Stopped

022-09-23 08:21:3 2022-11-23 08:21:3
9

022-09-23 08:58:2 2022-11-23 08:58:2

2

Specific notes to a graph for analysis.

Graph Notes for measure peint 2022-09-22 10:31:33

Notes

Create new note

F
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Alarm Profiles

You also have to assign an alarm profile to each sub shipment. One for inside and one for outside.

g i B Pemens]

Rules Rules
Rule Rule
» Temperature (device) < 15.00 °C for 00:20:00 P Temperature (sensor) < 15.00 °C for 00:20:00
» Temperature (device) > 25.00 °C for 00:20:00 P Temperature (sensor) > 25.00 °C for 00:20:00
Recipients

Please refer to the Excursions section.
Comments

Add general comments to a shipment

Comments (0)
XXxx.y @xoox.y@berlinger.com

Documentation only

Shipment Details

Click the shipment ID or name to view details. This screen shows shipment details, trip info, alarm
summary, shipment milestones, and associations:
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@ Example Shipment

Details  Graph  Stafistics  Map  Alarms  AuditTrail  Files  TCIs

General

Status: Approved
Description:
[

Product

Neme: Example Product
Code: s

Batch No. 1

Order No. 1

Minimum Temp: ~ 45.00°C

Maximum Temp: ~ 30.00°C

Storage Conditions

Shipment Results

Milestones

Associations

Status History

CreationDate:  2022-11-09 15:09:11
Customer: Customer1
Expiry Date: 20221018

Transport 585123

Alarm Settings (slam 02)

Recipients: Example User(Example@Example.com)

Rule Status

No aiarm rules provided.

Origin: Location A
Destination: Location B
Method: Roag
Carrier: sBE
Company: ses

The following sections are included in the page:

e General

e Storage Conditions
e Shipment Results
e Milestones

e Associations

e Alarm Settings

e Comments

General | Product | Transport

In this section, you can view details regarding the shipment, including product information and

transportation method:

General

Status: Completed
Description:
No description provided

Product

Name: Product A Fridge
Code: Controlled Fridge
Batch No. n/a

Order No. n/a

Minimum Temp: 2.00°c

Maximum Temp: 8.00°C

Creation Date:
Customer:

Expiry Date:

Transport
Origin:
Destination:
Method:
Carrier:

Company:

2022-07-29 11:30:09

Customer B

n/a

Amersfoort NL

Berlinger Toggenburerstrasse

Air

Swiss

n/a
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Storage Conditions

This section displays storage conditions. Storage conditions can be defined in the Admin settings:

Storage Condition @

Storage Condition " :
i [Select a Storage Condition...] B
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Shipment Results

This section displays shipment results including the start and end dates, shipment duration, and
sensor information:

Shipment Results v
Started on: 2022-07-29 11:30:39 Senser Minimum Maximum
Temperature 17.64 °C 3313 %€
Stopped at: 2022-08-24 16:40:19
Humidity n/a n/a
Duration: 26 days 05:09:40
Battery percentag 83.00 % 99.00 %
-
GPS Coordinate n/a n/a
Milestones

This section displays milestones defined for the shipment:

Milestones e
# Timestamp User Description
1 2022-09-2111:59:2 Andreas Gubler Doc_1
2 2022-09-2111:59:5 Andreas Gubler DOC_3
5

A milestone is automatically added to a shipment when a sensor is connected or disconnected.

Associations

This section displays associations linked to a shipment:

Associations ke

Association Details: No association details provided.
Packing system: n/a

Device placement: Inside

Started on:
Stopped at: n/a
Duration: 0 days 18:34:01

Unit Load Device: n/a
Commission Number:n/a

Last Message:
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Alarm Settings

This section displays alarm settings:

Alarm Settings
REOPHETE  UBET 3% LSRR RS, Ll & cullf B S0E
Comments

Add general comments to a shipment

Comments (0

KXY

Shipment Report

The Shipment Report provides shipment and sensor data for every SmartView-monitored shipment,
including a temperature graph, details on temperature excursions, and key milestones.

SmartView automatically creates a PDF Shipment Report that can be saved and reviewed. You can
customize the report by selecting which information and graphs to include for your shipment analysis.
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Personalization of PDF Report

Generic Settings Sensor Type Settings
Overview & Associations: v Parameter Graph Stats Meas.
Alarms: d Temperature v v
Alarm Management:
TClIs: - Humidity v v
Milestones: v -

— Battery percentage
Comments: v
Audit Trail: a

Statistic Graphs:

| 4

Graphs Notes:

Cancel
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Shipment PDF report (9 Pages)

Shipment Report: AWB11111111111 (Active)
Overview
Creation Date: 2022-09-22 05:04:43 Stamus: Active
Shipment: AWB11111191111 Timezone: Europe/Zurich
Customer: nia Trip 1D: nia
Duraon: 0 days 07:48:20 No. Devices: m
Started on: 2022-00-22 05:04:47 Siopped on: 2022-08-22 12:54:07
Matncs. Temperatune, Humidity, Bathery percentage,
GPS Coordinate
Description: Mo description provided
Siorage Condilons: Mo Storage Conditions have been set.
Transport (-)
Coriggin: nia Destinatssn: nia
Start Coordinates:  [51.40550 12 19321) Stop Coordinates: 5140550, 12 19321]
Company: nia Carmier: ni'a
Product
Nam: nia Code nia
Baich Number: nia Order Number: nia
Temperature Rangs: n/a ATOR nia
Associations (1)
Device Assocation Details Start Siop
gumw-sfSg. ToB31 Detadls: No descripion provided 200208-22 050447  2022-00-22 1254.07
Packing System: n/a
Placement: n/a

Unit Load Device: nia
Commission Number: na

Replaceable Sensor Associations (0)
No Raplaceabie S A V8 e config

Statistical Analysis (Temperature)

Alarm Time

Mo alsrm statishics available.

Statistics

Dewice Mo. Samples  Minimum Average STD MKT  Maximum
gwaw-si5g- Tob31 24 2344 °C 2436 °C 0.86 "C 2450°'C 263 "°C
Grand Total 24 2344 °C 2436°C 0.86 *C 2450°'C 2638 °C

Shipment Statistics [AWB11111111111]

i il FERLLE
Cr——— pr— 1

' ' =]
FLF i & ' t ] “ mrn e

Tarperatums |°C
— Avarage — MET
The temgerature statistics graph can ncude two elements:
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Shipment Report: AWB11111111111 (Active)

- The ing Sustrates the 1otal bemperature fEnge oM MEremum 10 MErmum Wereersture . with ndcalon for average and MKT
- Ther colored bad Gcales e Wmperature OBty & Medtured Fom e Svirage - SINASTT SeVaBon 10 Sverage + standard

Stalistical Analysis (Relative Humidity)

Alarm Time
HeO ST SEABCS Svadalle

Statisbcs

Davica No Sarmpied M A g
ety ToB3 1 E7 L) T eI
Geand Total ™ ) T

HHE
33

Comments (0)
# User Timeatamg Derwcrpteon:

Shipment Report: AWB11111111111 {Active)

Shipment: [AWB11111111111]
T |0

® Dolatiap & Wels  — guewafia bedll 0§ Mems @ Frasts @ ® Nt Banelee

Shipment: [AWB11111111111)
———y
|
l‘!
) - 3
® Gotsbap & Mets  — gurwalig feill  § Merms @ Sevem—— o = Nk Changa ey
Page 117 of 234

© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Shipment Report: AWB11111111111 {Active)

Shipment: [AWB11111111111]

¥

]

("

b o

* .
® Dalafiap @ Nels — gueofiy Pelll 0 Sews § i B  matweard Changs Denes
Milestones (0)
Mo Milosiones have boen added
Alarms (1)
No. ID Rule Start Dursbion Root Cause
1 8 Temperature (device) » 2500  2022-00-22 105133 202206-22 111133 0 deys 002000 nia
*C (T7.00 °F) for 00:20:00

Alarm Management
D [ Aty Date
Shipment Report: AWB11111111111 (Active)
Measurements (Temperature )
Device: Temestamp Temperature Position
gemw-siSq-Tofd1  2022.00-22 004133 MBA'C ]
gwow-siSq-ToBd1  2022-00-22 0805133 2M56°C I
pwmw-aiSq-ToBd1 20220022 100133 MM °C L
genw-siSq-Tofd1  2022-00-22 10:11:33 M3E'C I
gwmw-aiSqg-ToBd1  2022-00-22 1022133 M99 °C I
gwnw-siSq-ToB31  2022-00-22 103133 2656°C —
gemw-siSq-Tofd1  2022.00-22 104133 M 3M'C .
gemw-siSq-Tofd1  2022-00-22 1051133 MM 19°C ——
pwnw-alSq-ToBd1  2022-00-22 110133 2608°C I
gew-alSq-70631  2022-00-22 111133 M°C I
gemw-siSq-Tofd1  2022-00-22 112133 2368°C ]
gewmw-aiSg-ToBd1  2022-00-22 113132 2350°C I
gwmw-afSe-ToBd1 20220022 113133 23S0°C ]
gwnw-siSq-ToB31  2022-00-22 114133 7350°C I
gwmw-aiSa-ToBd1  2022.00-22 115133 2344°C I
gww-siSa-ToB31  2022.00-22 12012 M °C I
gemw-alSq-7oB31  2022-00-22 120133 2344°C —
gww-alSa-ToB31  2022-00-22 121133 AMSC '
gwmweatSe-Tobd  2022-00-22 122133 M44°C e
gwmw-aiSo-Tofd1  2022-00-22 123133 MISC ]
gwnw-siSq-Tofd1  2022-00-22 124132 MOE'C I
gemwe-aiSa-Tolld1  2022.00-22 124133 M08°C I
gwmwe-siSe-ToBd1  2022.00-22 12512 MM'C ]
genw-siSq-Told1  2002-08-22 125133 M44°C I
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Shipment Report: AWB11111111111
Measurements (Humidity)
Device Timestamp Hurmekty

gexw-siSq-Tobd1  2022-00-22 0004133 3MISN
gexw-siSq-Tod1  2022-00-2200:51:33 3MMM%
gexw-siSq-Tod1  2022-00-22 100133 315N
gexw-siSq-Tobd1  2022-00-22 101133 MBMN
genw-siSq-Tobd1  2022-00-22 10:21:33  424T%
gexw-siSq-Tobd1  2022-00-22 103133 MW
genw-siSa-Tobd1  2022-00-22 104133 3B2A0%
gemw-sibq-Tobd1  2022-00-22 1005133 3585w
gemwe-siSq-Tobd1  2022-00-22 110133 MMN
genwe-siSq-ToB)1  2022-00-22 1111133 SS8%
gemwe-siSq-To)1  2022-00-22 112133 TN
genwestba-Tob)1  2022-00-22 113132 T8N
gew-alSq-Tofd1  2022-00-22 1131313 7%
genoe-alSq-Tof1  2002-00-22 11:41:33  MOT%
geow-alSq-Tof1  2022-00-22 1151313 M2%
geoe-sfSq-Tofd1  2002-00-22 120132 6%
geow-afSq-Tof1  2002-00-22120133 MT%
gew-siSq-Told1 2022-00-22121133 4168%
gwnwe-siby-Tobd1  2022-00-22 122133 TN
gemwe-siba-Tobd1  2022-00-22 123133 3ASIw
gwnwesiby-Tobd1  2022-00-22 124132 MMTTS
gwnwesiba-Tob)1  2022-00-22 124133 JATEN
gwxwestba-Tobd1  2022-00-22 125132 &0TTw
gexwe-siba-Tob)1  2022-00-22 125133 &0TI%
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Shipment Report: AWB11111111111 (Actve)
Audit Trail
L] L U Acor Citpect Otyect D Termaimeng  Tirmsiaeng
MTE) (Ewrope Tunch)
1559 - UPDATED Evet = 0120812 2002-08-12
- [+ % [ ¥
Escmiaton Perod 00 5000 dhanged o 00 30
Hepetton irterest (0 D0 00 charge b 00 00
1558 s CREATED Ewent L= H0I2-08-32  20I308-12
= ——— 06 7803 082500
Stawt Diate (UTC) 20020027 08 2403
Locsl Merbrg O
Encminlion Perod 00 5000
Fepetton inerval 00 00 00
Car eacainte 0
Hotlcaton Type 1
Confgurmbor 10 eSacn | . Ml S5O08- ub 20 08480 141 89
Mo EX FRA
Annocsaten Sheprreet 14
1557 e UPDATED  Evest L] XU208-12  M0I208-12
- ol 24 58 o8 24 88
Stop Diste (UTC | «aemplys charged o JOT7-00-72 08 14 58
1581 L LUPDATED  Evet L] 0I200-12 20110012
o —— L AF&- [ R
Encalaton Peece 00 3000 changed 1o 00 30
Papstiton Intsrysl 00 D0 OO chargesd bo 00 00
1550 seermem CREATED Evet ™ NI XD
o —— [ 3F3"] - RFSL]
St Date (UTC) 20020022 08 12 14
Local Alering 0
Encaiston Percd 00 30000
Rapetton inerval 00 00 00
Car escaiste 0
Hotlcaton Type 1
Corfguraton I 0181855 2T Thd Mb- 500 Mosatbd ) Tal
Mame EX BASEL
Agnocaten Shaperent 7%
1548 e UPDATED Evet (] XNI200-12 HNI300-I2
- o80T 04 o80T 04
Saog Diate (UTC | <empty» charged to 20220027 08 07 0d
urz s e UPDATED  Event L) 20I206-12  MID00-T2
o [0 %1 os05 3

Escaiaton Penod 00 3000 dhanged o 00 30
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Shipmenl Report: AWB11111111111 ihctive|
o i Liner Acsor Ot Cyect I Termatarmp  Temeatamg
TC) 1E rop Furech |
Fepettr ierval 00 00 00 charged b 00 00
Mottcaton Type O changed B 1
KT CREATED Eweet [ NN NRMH
—— oS AR
Start Dt (UTC) 20220827 308 13
Locs Aisrtrg 0
Encamaton Peeos 00 3000
Fiagattre iraerem O 00 OO
Can sscaiaw 0
Momte snor Tym 0
Harme L0 FRA
Aty St
g —— UPDATED  Shepeaet n MO200-17 20220821
— wosos 0808
Sk iSe Carged I A
hen [U—— CREATED  SPepemeet Assccson » MID00IT 01082
— C0s08 Oh0d 0
St Dot (UTC) 20020827 G304 47
Btwpeeer 19
Dwvece 80
[ J———— UPDATED  Sregemet E I ORID FOTIORFD
— 04 43 o
Sl e
T ——-— CREATED  Srepement n nnean nnoen
— 04 43 @
Creston Daw 022007 00 04 43
Engry Bacgeeeny 4
S A1 111110111
Shipment Report: AWB11111111111 {Active)
TCls (0)
No TCls have been added
References:
1) - MNT s cmcuiatent wing T sigonter o dod v P opea g Actvaton Erengy 8 T80

12) - MKT for s Q-tag CLim do< i Nt catouimted by Semartview but etneved om s comespondng CSV e
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Shipment Report with Map

If you have a device with GPS, you can choose to include the Map in the Shipment Report.

‘Download Shipment PDF

Generic Settings Sensor Type Settings

Ay

Overview & Associations: Graph Stats Meas.

Alarms: Temperature v v
Alarm Management:
TCls:

Milestones:

Map:

Comments:
Audit Trailt:
Statistic Graphs:
Graphs Notes:

Homieity 2@ @0

Battery parcentags

JIUN A ) )N

<
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Shipment Map

The Shipment Map documents the route of your transported goods. You can use SmartMonitor SHIP L
within SmartView.

@ Example Shipment

Details Graph  Statistics Map  Alarms  AuditTral  Files TCIs

Karte Satellit

Valencia

i Spanien

Kursbatetis | Kartandaten = 2022 G2cEsss DE/EKG (42009),Ga5316 st Geogs Napoq Mg Gsreel Wuzungsbedingungsn

If you put your cursor over a red or Green “flag”, you will get the following detailed information:

X
Device: gwxw-sf5q-70631
Device type: SmartMonitor SHIP L
Fix type: GPS
Coordinates: [00.00000,00.00000]

Fix timestamp: 2022-09-22 08:41:51

Temperature 26.38 °C
m

Shipment Excursions

Sector ID, Type, Name, Event Rule, Root Cause, Action, Start, End, The User state of an excursion:

< Shipments

SHIP St
 sur

Details  Graph  Statistics Map  Alarms  AuditTrail  Files TCIs

Show| 25 * ] entries

M F10 Rule ¥ Root Cause # Action w Start FEnd ;S
M A 3 Temperature (device) > 25.00 °C (77.00 °F) No root cause provided. - : :o =
Showing 1 to 1 of 1 entries (filtered from 3 total entries) - 1 | .
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On the right side behind the tribar button, you can directly:

e View Excursion

» A\ 030563 Sector  Demokit0so Temperature »800°C 016082023402 8, @
» AOZHS}Q Sector Refrigerator Temperature >9.00°C 201€  View Excursion

¢ Viewon Graph 1
» A U0 sector  HuesliAntidoping Humidity>25.00 ot * View on Graph

Acknowledge Excursion
» A\ 021701 sector Tom @ Jerry Temperature > 2500 °C 2018
© Modify Excursion

+ Acknowledge Excursion

If an excursion has already been acknowledged the menu field “Acknowledge Excursion” is not
available anymore.

Show 25 w entries
v 30 Rule % Root Cause % Action w Start % End
% A 3 Temperature (device) > 25.00 °C (77.00 °F) No root cause provided. =

View Excursion
Showing 1t 1 of 1 entries (filtered from 3 total entries) 1 row selected 1 View on Graph

Modify Excursion
Acknowledge Modify

Bulk Edit of Shipment Excursions

A user can bulk edit Shipment excursions and can select/deselect multiple excursions.

v A 430 Sector Sector A - Fridge ;I:aﬁt:gi::(;ture »Bo0TC

v A 429 Sector Sector Two ;I;eﬁr:geh;()lture R

v A s Sector Sector A - Fridge ::6rz|3€;?ture et

> Temperature > 8.00 °C

v 426 Secto Sector Two

£ ' rh (46.40 °F)

o : Ti t 8.00°C

v A 424 Sector Sector A-Fridge (:Gr:geo:; s
Showing 1 to 25 of 257 entries (filtered from 446 total entries) 5 rows
selected
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Users with the appropriate rights can acknowledge/close/modify multiple selected excursions. Click
Modify to act and define the root cause of your excursion management.

Excursion Management (X}

*This operation will set Action and Root cause to all the selected excursions. Click cancel if you do not want to continue.

I

Action:*

Root Cause: Undefined

Cancel Ok

Modify Shipments

Click Modify on the right side within your shipment to change/adjust the information within the
shipment:
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General

& Shipments
Shipment «+

General  Associations  Alarm profiles  Milestones  Files

Shipment
General
Description: Customer:
P [Select a Customer...] v
~ Expiry Date:
Product
Expiry Notification Recipients:
Product:
[Select a Product...] v
X
Product Code:
Transport
Batch No.:
Trip ID:
Order No.:
Origin:
¢ SITETS -
Destination:
SITETS v

Change the customer, add a description, select another product, etc.
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Associations

< Shipments

Shipment =

Shipment General  Associations  Alarm profiles  Milestones  Files Create Association

Serial No. Started Stopped

= Create Association

-

View Device Serial No.
Duration:
Packing System:
Device Placement: .
Association Details: Device Type
Unit Load Device:
Commission Number:

Modify Association

Association Details

»

Packing System

[Select a Packing System...]

You can view the device or modify the association to a shipment.
Alarm profiles

< Shipments

Shipment

Shipment General  Associations  Alarm profiles  Milestones  Files

Recipients: Monitoring Enabled

Repetition Interval: Escalation Delay: Rules
00:30 00:30 Rule
[ ] a » Temperature (device) < 15.00 °C for 00:20:00
Recipients: Escalation Recipients: » Temperature (device) > 25.00 °C for 00:20:00
X ®x

Notification Type:

Email A d

Alarm profile include the following settings:

e (Can Escalate / Cannot Escalate
e Repetition Interval

e Escalation Delay

e Recipients

e Escalation Recipients

¢ Notification Type (email or SMS)
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Milestones

< Shipments

Shipment

Shipmem General  Associations  Alarm profiles Milestones Files

# Timestamp User Description
1 Shipment arrived at location A s Create Milestone

Timestamp:
2 Shipment arrived at location B =

Description:
3 Shipment arrived at location C =

%

4 Shipment arrived at location D =

You can change predefined milestones because of changes.
Archive

To archive a shipment, complete the following steps:

1. Select the shipment:

Shipments

Shipments + Create Shipment [ More Actions H Toggle Filters ]

Show 35 w entries

+ Name # Customer Alarm Profile % Product - Qrigin % Destination ¥ Started on w Ended on : Expireon M

@ A
= @ a e =
% A s
® .

® A n/a

- A n/a

Showing 1 to 6 of 6 entries 1 row selected 1

Create Milestones n =]

2. Confirm the archiving:
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Archive Multiple Shipments (%

You are about to archive 1 shipment(s). Are you sure you

want to do this?

Archive Multiple Shipments (X ]

You are about to archive 1 shipment(s). Are you sure you
want to do this?

1 shipment(s) have been archived

Ok

You will be notified as soon as the shipment is successfully achieved:
History

This section displays Shipment event history, including user (user name or System user), reason, and
date of the event.

Status History
Status User Reason Date

Archived
Completed

Idle

Stopping a Shipment

Wireless sensor-monitored shipments should be stopped to ensure only relevant data is used. When a
shipment is stopped, all SmartSensors are automatically disassociated from the shipment, and a final
shipment report is generated.
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1. From the Shipment View screen, click on the Stop button.

< Shipments

Shipment = s

Details  Graph  Statistics Map  Alarms  Audit Trail  Files TCIs

General
Status: Idle
i Creation Date:
Description:
No description provided
Customer:
Rule Status
Expiry Date: Temperature (device) < 15.00 °C for 00:20:00 A
Temperature (device) > 25.00 °C for 00:20:00 A
Product Transport
Name: Origin:
-
Code: Destination: Comments (0)
e
Batch No. Method: Add a comment
Order No. Carrier:
Minimum Temp: Company: 4

i
Maximum Temp:

The shipment is stopped in two steps:

Stop Shipment Shipment (x]

Reason:

Cancel

2. Enter the reason for stopping and then press the Stop button.

Creating a Milestone for Shipments

1. To create a milestone go to the shipment and click on the Milestone button.

Review milestones related to this shipment that have already been defined or add new milestones
if necessary.
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e

Shipment

— Cieals Mils
........
= o= [T
€ Shipments
Shipment
= Crasti il
........
= =3 D1 ipk

2. Select the date and time of the milestone in the date field
3. Provide a short description for the milestone and click the Save button.

Milestones may be viewed on both the shipment graph and the shipment PDF report.

Shipment Relevant Time

Sometimes, you may need to adjust a shipment's relevant time because sensors recorded earlier or
later than the real shipment times. Instead of editing each sensor timestamp, SmartView lets you set
the correct relevant time for the entire shipment.

Modify Relevant Time
1. Click Modify Relevant Time? in the shipment graph.

As shown in the following screen, you will be asked to confirm your action to access the option to
modify the relevant time of the shipment.

The selected times have to be within the Start/Stop times of the shipment.
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Modify Relevant Time? (%]
You are about to Modify the Relevant

Time of this Shipment. Are you sure?

[0 | cancet )

2. Click OK to continue access to modify the relevant shipment time and follow the following steps:
3. Click the start time or stop time button for the time that you want to modify.

After you have chosen the time, as shown in the following image, the screen will show grey colored
background for the trimmed part of the data due to the modification.

Relevant Time @

Original Start Original Stop
] 2016-07-27 14:54:15 | ‘ 2016-08-02 23:55:55

Modified Start Modified Stop
©OStarttime  Stop time

e Click Clear to clear your changes.

e C(lick Cancel to return to the original graph screen.
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Shipments Summary

The following information is the summary of the Shipments chapter:

¢ New shipment State engine

e Shipments that have been archived will not be visible in the shipment overview unless they are
specifically searched for.

e Once completed, all states become unchangeable.

e You can still re-open shipments that are archived, approved, or declined.

e Disabled devices—such as broken ones—no longer affect state counts.

e Expiration notices will now apply to any shipment that is pending or active, including logger
shipments.

Shipments L Manual
Filter By Shipments + Create Shipment Toggle Filters
Name: y
Show| 25 ¥ entries
010173 a a a a a a ac a
% Name £ Customer Alarm Profile $ Product £ Origin 4 Destination % Started on ~ Endedon 4 Expire on
From T (@ RHwSN n/a EXBASEL nja 2022-08-24 09:31:06 2022-09-09 16:50:56 n/a ]
a @ SHIPAFRICA  n/a DESERT nfa 2022-06-26 09:02:46 2022-09-02 07:43:29 n/a A =
Untit: M @ SHIP MAR AROUN n/a MAR INA nja 2022-07-29 11:30:39 2022-08-24 16:40:19 n/a o=
DEV
M SHIPMENTCR FRANZI I 2022-07-29 11:22:38 2022-07-31 08:37:17 n/ e =
Transport Method ® e = e aoa =
Al v ~ ~ _ _
SHIPMENTATOB n/a USERMANUALTEST  n/a 2022-07-28 09:09:11 n/a o=
Status a % SHIP BARB n/a BAR BARA n/a 2022-08-04 14:18:16 na o=
[AlL v
M Shipment SH na Sandra nfa SITETS SITETS 2022-06-16 16:50:47 n/a e =
Has alarms:
(AL v a O Master Shipment n/a nja nja n/a na =
Product: a O SHIPMENT ANDRE n/a USERMANUALTEST  n/a n/a A va =
[Select a Product...] v
a O SHIP ANDREAS 2 n/a nja nja n/a na =
Clinical Trial:
[Select a Clinical Trial...] - A @ zrH0IRK nfa EXBASEL n/a 2022-08-24 09:29:14 nfa PR
Customer: Berlinger BBQ Coldn/a GANTERSCHWIL EXTS nfa 2022-09-20 13:34:58 n/a e =
[Select a Customer... - - _
O test_andreas_2  n/a nfa nfa nja na =
Origin - X ; N . . —
Berlinger BBQ ... n/a GANTERSCHWIL nja 2022-09-20 13:45:31 n/a o=
[Select a Location...] v
Showing 110 14 of 14 entries (filtered from 16 total entries) a
Destination:
[Select a Location...] -
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TCI

When opening the TCl view a list of all available TCls will be presented. A first indication of the status
of the TCl can be seen on the right side represented by the different colored triangle which show the
current status of the stability budget.

TCIs ) Manual
Teis Toggle Filters
» Monitoring
Show 25 w entries Search:
() Dashboard S i P a i 4 PSD
s i al Last Shipment Last Sector/Location ¥ Product ¥ Batch ¥ Expl Date ¥
@ Locations TCI1 Trial1 OOOG-3000EX000 Example SHipment Example Sector DRUG D Batch1 A =
Example Location
@ Shipments
Show
B TCIs
Devices
09 Maps

TCI Details Page

Under this page you will find all important details from TCI.

w TCI3

Details Graph Stability Budget Status Activities History Related Alarms Audit Trail

General

TCI Original Id: TCI3

Clinical Trial: Trial 1

State: Good

Creation Date: 2023-04-24 11:04:55
Expiration Date: n/a

Start of monitoring: 2023-04-19 08:16:00
Stop of monitoring: 2023-05-31 05:01:00
Batch: Batch 1
Product: Drug B

Latest Association: Fridge K1

Description:
This is an example Kit

The status of the stability budget can be seen on the right side of the details page if any information in
that regard is available.
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Overall budget status
BUsed 55.1% [ Remaining 44.9%

Temperature status

Overall Mkt: 493 °C
Minimum temperature: -0.12 °C¢
Maximum temperature: 9.88 °C

With a click on PDF a pop up will appear that contains a selection for a PDF report that can be
generated.

Create TCI PDF Report

Generic Settings Sensor Type Settings

Overview & Associations: v Parameter Graph Stats Meas.
Activities: v Temperature v v i
History: v

Alarms: v

Stability Check Results:
Audit Trail:

Cancel

TCI Graph Page

On this page a graph will display the measured values. Once the stability budget is reached the band
of the desired values will switch to a lighter green. Also, the reaching of the stability budget will be
marked by an “I" exclamation mark.

Graph

Te[TCLS] Imtw(1d|1h | o @) =

Reset zoom

Temperature (C)

Temperature (C)

1]
25 Apr 12:00 26. Apr 12:00 27 Apr 12:00 28. Apr 12:00 29_ Apr 12:00 30. Apr 12:00 1. May 12:00 2 May 12:00
Time

® DataGap O Note  AVAssociation Points — ht78-bdy8-sgjjo @ Stability breach @ Milestones Network Change Zones
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Stability Budget Status

This page give an overview of the stability budget used and is still available. Further details about the
different breaches of the stability budget rules can be displayed by pressing the small arrow on the
right side of the rules.

e TCI3 i
Details  Graph  Stability Budget Status  Activities  History  Related Alarms  Audit Trail

Overall budget status
fUsed55.1% [ Remaining 44.9%

Temperature status

Overall Mkt: 4.93°C

Minimum temperature: -0.12°C

Maximum temperature: 9.88°C

Rules

Type Condition Value Duration No. of Oce. Actual situation Budget used Status

Single alarm < less than 2.00°C 1 hour 10 0 0% o
Accurnulated alarm > greater than 8.00°C 10 hours n/a 5 hours 30 minutes 37 seconds 55.1% [/] »

Activities

This page give an overview over the recorded activities. A broad summary can be seen on the top of
the page, and a more detailed list is displayed in the second half, where all the associations of a TCl
can be found in chronological order.

& TCIs [ Manual

TCI1

G TCI1 i

Details  Graph  Stability Budget Status ~ Activities  History  Related Alarms  Audit Trail

Monitoring Time
Total time in cold chain 100 days 18 hours 1 minute
Total time being monitored 374 days 13 hours 19 minutes 3 seconds

Total time not being monitored

Activities (5)

Type Name Start Stop Duration
Shipment Shipment 1 2023-04-03 19:00:00 2023-04-13 12:04:00 9 days 17 hours 4 minutes

Sector Location 1 | Sector 1 2023-04-13 12:05:00 2023-04-19 06:21:00 5 days 15 hours 16 minutes

Shipment Shipment 2 2023-04-19 06:22:00 2023-04-20 06:56:00 1 day 34 minutes

Sector Location 2 | Sector 1 2023-04-20 06:57:00 2023-06-29 13:00:00 70 days 6 hours 3 minutes

Sector Location 2 | Sector 2 2023-11-16 16:58:29 n/a 147 days 15 hours 23 minutes 34 seconds

History

This page displays an overview of the different statuses the TCI had over its lifetime.
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G TCI1 —

Details  Graph  Stability Budget Status ~ Activities  History = Related Alarms  Audit Trail

Shipment/Sector Device Status of Activity “ Date of activity changs
Sector 1 a3jc-sean-witdg Good 2023-04-24 10:42:07
Sector 1 a3jc-sean-witdg Disposed 2023-07-18 08:29:24

Showing 1 to 2 of 2 entries

Related Excursion

In this page excursion are listed that that would have occurred within a sector or shipment while the
TCl was assigned to it.

w TCI1 PDF

Details  Graph  Stability Budget Status ~ Activities  History = Related Alarms  Audit Trail

Show| 25 w entries

] +ID #Type 4 Name Rule % Root Cause # Action & Start 4 End

& A 195 Sector  Room Temp. Temperature (sensor) > 25.00 °C (77.00 °F) No root cause provided. 2024-04-0311:44:27 2024-04-0312:32:27 :0 =
& A 184 Sector  Room Temp. Temperature (sensor) > 25.00 °C (77.00 °F) No root cause provided. 2024-03-2712:52:27 2024-03-27 14:32:27 IO =
a A 170 Sector  Room Temp. Temperature (sensor) > 25.00 °C (77.00 °F) No root cause provided. 2024-03-1917:11:27 2024-03-19 18:56:27 :0 =
i A 164 Sector  Room Temp. Temperature (sensor) > 25.00 °C (77.00 °F) No root cause provided. 2024-03-1610:20:27 2024-03-16 11:27:27 :o =
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Devices

Supported Devices:

SmartMonitor hardware.
Wireless active RFID sensors.

AiroSensors serve as wireless devices for static monitoring and RF data logging, sending data
automatically to the SmartView application via wireless networks.

Q-tag CLm doc family.

Users can log shipment temperature measurements with the Q-tag CLm doc. SmartView supports
various Q-tag devices—including Dry Ice (D), Logger (L), and Reusable (R) — and displays detailed
shipment data when files are uploaded. It also offers reporting and analysis features.

Fridge-tag family.

The Fridge-tag 2 L records temperatures at various locations or during shipping and is compatible
with the SmartView system. After uploading the data file into the SmartView system, users are able
to view detailed measurement information for the monitored goods. The system also provides
reporting and analysis functions for users.

Integrating Fridge-tag 3 devices with SmartView enables the use of stand-alone devices that send
SMS alerts to designated recipients, while also reporting to SmartView for access to the features of
the data management software.

CLm doc family

Supported devices by SmartView are:

Q-tag CLm doc

Q-tag CLm doc L (Logger)
Q-tag CLm doc LR (Reusable)
Q-tag CLm doc Ice (Logger)
Q-tag CLm doc Ice R (Reusable)
Q-tag CLm doc D (Dry Ice)

Fridge-tag family

Supported Devices by SmartView are:

Fridge-tag 2 L
Fridge-tag Ultra Low

Fridge-tag2 L
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Key-Features Fridge-tag 2 L

e Log temperature measurements at different locations or during shipment.

e Upload to SmartView manually.

e Status Checks of the device are shown in the daily statistics column.

e Device time zone is now integrated into PDF reports.

e Data gaps are now shown in the PDF report as “-“, when including the measurements.

The Fridge-tag 2 L monitors ambient temperature and triggers a visual or audible alarm if set limits are
exceeded. Users can quickly respond as needed. It generates a PDF/A report with a temperature curve
without extra software. An optional external sensor allows measurement down to -40°C / -40°F.
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PDF document of the Fridge-tag® 2 L

Identification number: 160500013436

Date and time of report creation: 19.02.2020 11:54h
Activation date: 03.12.2019 13:34h
Upper alarm limit: Above +25.0°C for th
Lower alarm limit. Below +20.0°C for 15min

Measurement interval: 1min (fixed)
Logging interval Smin

Lower alarm limit Upper alam limit [Ext. sensor connection error
No [Date Events?) Average [Status M. [Cumuatve  |Aam  [Status  [Max  |Cumuatve  |Aam uration | Alarm | Signature / nofes
(dd.MMyyyy ) temp. temp. | dally fime trigger temp. | daily time. trigger tigger | Action taken
below thelimit  [tme above thelimit |time time
[ [22012020 F26C F215°C_[Omin
[20 [2101.2020 ~28C +216°C [omin
[37 [20012020 +228°C +213C l@a
[3Z [1901.2020 F719°C ~715C_[omin
3] +23°C +217°C_[omin
-23.2C ~22.0°C [ Omin
E BT ~21.°C_[Omin
~D8C ~216°C [Omin
E ~26C fok +215°C_[omin
E +26°C fJok +213C ’ﬂa
-215°C fok +215°C _[omin
+22.4°C ffok +21.8°C_|omin
20941 -231°C fok +215°C [omin -+
[25C 2187 }mv [242
SR 5C <21.7°C_[omin B
SD4C 210°C [omin &
344 ~247C +21.2°C _[omin B
0 +218°C 204°C m -+ 7ATh
+219°C 215G _[omin B
+218°C +21.1°C_[omin B
215C ~21.1°C | Omin -
S215°C ~212°C [Omin
+216°C +21.1°C_[omin
+216°C +21.7°C_[omin
+216°C +211°C ’ﬂv
[+215°C +207°C_[omin ok Omin
+20.8°C <18.1°C |2h 05320 ok [8h31min___|00:00n
56 (26122019 -200°C 1547c_[ohgmin (AT 3 [11n 14min {12560
1) Semping e e sy svery e
Date and place: Signature: Page 3/4

PDF document of the Fridge-tag® 2 L

Identification number: 160500013436
Date and time of report creation: 19.02.2020 11:54h

Graph 1 13.02.2020 - 19.02.2020

e

eRXn  woH
L

Graph 4

23.01.2020 - 29.01. 2020

e

00D NoM®  oLmM  o2oeam
®n [ [ [

=—— Alarm limits

SmartMonitor

SmartMonitor monitors pharmaceuticals that require temperature control during storage or
transportation, transmitting data automatically to the SmartView cloud platform for efficient

evaluation of product integrity.

For more information on the SmartMonitor, refer to the following user guides:

e SmartMonitor SHIP L
e SmartMonitor SHIP M
e SmartMonitor SHIP S
e SmartMonitor SITE L

Page 2/4
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SmartMonitor SHIP L

When within the device view by clicking on the device further information can be seen. The main view
consists of different areas that can be divided as follows:

Status/Details
This view shows the device's current status, including applied policy and battery level.

The status can be set to enabled, disabled, or out of service. If disabled, the device will continue to
operate but cannot be assigned to new shipments, sectors, or TCI.

The out of service setting serves as an effective means to designate devices that are no longer
operational, whether due to mechanical failure or loss during transit. Setting a device to out of service
triggers a remote stop and wipe to prevent data leaks if it's stolen. This action is irreversible.

If the device is linked to a sector or shipment, this association appears below its serial number.

mwkt-améy-rdg84

Shipment: Example Shipment

Status: Available & Calibration: not calibrated
Battery level: 98% Last upload: 17 hr.ago

Battery expiration: nfa Configuration pelicy: DEFAULT #) More

By clicking on the Details button, it can be switched to a different window which will contain further
information as well as an additional data field that can be customized to match personal needs. In
addition, the Sublicense allows us to move a device from the current Sublicense to a different one.

For a step-by-step guide on how to move a device between Sublicenses.

While the status view 4 More can be pressed beside the policy configuration information. This will
open up a popup that will provide information regarding the currently used policy.
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Example policy >

# Change & Download
General

Policy information

PolicyID

bBeld0be-TII-42¢4 F100-6370836 1ec?

Creation and updates
Created on 2022-09-15 13:35

Las? mdihed on 2022-09-15 13:35

Status of policy
 Enabled

Policy description

o pVAy M A S e

Alarm rules
Monitoring with device

A Temperature

> <10,0°C & 17 min, single.

v ¢m =10.0%

O Humidity
X Dosabied

Monitoring with external sensors

Besides watching the policy currently used by the device it is also possible to download it by pressing
Download on the top. In addition, a new policy can be assigned to the device by pressing Change.
Then a new window will open where the new policy can be selected.

Change configuration policy

Please select a new configuration policy to apply to device mwkt-améy-rdg84

Configuration policy

Example policy W

Cancel Apply configuration policy

Alarm Status

The current status of a device can be regard within the alarm status tab. Per default only the current
status is shown. The alarm rules can be displayed by pressing the more arrow at the right side of this
window.
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By pressing Past Alarms a pop-up will show that will display a history of all alarms that occurred in
the past.

Alarm history X

History of alarms for [@ SmartMonitor SHIP L (mwkt-améy-rdg8d

ation polic

Graph

Below that the graph can be found. Each observed metric is displayed with its own graph, and each
graph consists of 2 parts, the main graph as well as a small zoomed-out overview for orientation
below it.
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By hovering over a specific area within the graph further detailed information can be displayed.

L

In addition, the graph can also be downloaded as a .png image by using the Export button beside the
Graphs title.

Map

The last area within this view consists of the map display where the device can be tracked if GPS
services are activated.
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Additional Functions and buttons

At the top right, after stopping the device with Restart, you can reset it. If the device is still running,
you'll see a Stop button instead. Next to this button, select Received events to view a pop-up listing
all recorded events, helping you monitor any changes or activity detected by the device.

Received events X
Q Search

History of received events on device B Columns
Timestamp § Evert

20220917 16:22 Device system time was updated by the server

2022-09-1513:54 Device alarm transition from no alarm %o alarm

2022-09-1513:54 Rule alarm transitsze from no alarm 10 slarm

202209151318 Rule transition from normal to excursion

2022-09-1513:37  Auto flight detection in state ‘no fight’

202209151337 Rute iy recaloudated

2022-091513:37  Auto flight detection started

202209151337 Cordition judgement started

2022-09-1513.37 Measurements started

202209151337 Device started via bution

Pz - »> Sow 10 ot page
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SmartMonitor SHIP M

By clicking on the device further information can be seen. The main view consists of different areas
that can be divided as follows:

Status/Details

This view displays the device's current status, which includes details such as the applied policy, battery
status, and additional information. The status can be set to enabled or disabled. Disabling a device
does not affect its operation but prevents it from being included in new shipments, sectors, or TCI.

The out of service setting can be applied to devices that are no longer usable, such as those that are
broken or lost during transport. Setting a device to out of service initiates remote stop and wipe
actions to help prevent data leakage if the device is stolen. Once this status is assigned, it cannot be
reversed.

If the device is associated with a sector or shipment, the existing association is displayed below its
serial number.

tnop-zm57-supce

Shipment: Example Shipment

Status: Available & Calibration: not calibrated
Battery level: 98% Last upload: 17 hr.ago

Battery expiration: nfa Configuration policy: DEFAULT i) More

By clicking on the Details button, it can be switched to a different window which will contain further
information as well as an additional data field that can be customized to match personal needs. In
addition, the field Sublicense allows you to move a device from the current Sublicense to a different
one.

For a step-by-step guide on how to move a device between Sublicenses.

While in the status view ) More can be pressed beside the policy configuration information. This will
open up a popup that will provide information in regard to the currently used policy.
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Example policy >

& Change & Download

General
Policy information

PolicyID

blelilbe-ToI-42¢5 T1e0-63708302 102

Creation and updates

Created o

Las? modihed on 2

Status of policy
" Enablad

Policy description

Cy ARl S ivded

Alarm rules

Monitoring with device

A Temperature

> 10.0°C @ 17 min, single.

v <m =10.0%

O Humidity
X Daabled

Monitoring with external sensors

Besides watching the policy currently used by the device it is also possible to download it by pressing
Download on the top. In addition, a new policy can be assigned to the device by pressing Change.
Then a new window will open where the new policy can be selected.

Change configuration policy

Please select a new configuration policy to apply to device mwkt-améy-rdg84

Configuration policy

Example policy e

Cancel Apply configuration policy

Alarm Status

The current status of a device can be regarded within the alarm status tab. By default, only the current
status is shown. The alarm rules can be displayed by pressing the arrow at the right side of this
window.
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Press Past Alarms. A pop-up will display a history of all alarms that occurred in the past.
Alarm history X

History of alarms for (2] SmartMonitor SHIP M (adem-o07id-z79jg)

No alarms to show.

Graph

Below that the graph can be found. Each observed metric is displayed with its own graph, and each
graph consists of two parts the main graph as well as a small zoomed-out overview for orientation
below it.

Hover over a specific area within the graph further detailed information:
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In addition, the graph can also be downloaded as a .png image by using the Export button beside the
Graphs title.

Map

The last area within this view consists of the map which displays where the device can be tracked if
GPS services are activated.

Additional Functions and Buttons

At the top right, Stop appears when the device is running; press it to stop the device. Use the
Received events button to view a pop-up listing all detected events, making it easier to review
manipulations or other activity.
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Received events

] -
SmartMonitor SHIP S

The communication of a SmartMonitor SHIP S is taking place over a gateway device (SmartMonitor
SHIP L or SmartMonitor SHIP M). Due to that, there might be a delay in the application of new
configurations/transfer of new data if there is a larger amount of SmartMonitor SHIP S devices
communicating over one gateway device.

By clicking on the device further information can be seen. The main view consists of different areas
that can be divided as follows:

Status/Details

This view displays the device's current status, which includes details such as the applied policy, battery
status, and additional information. The status can be set to enabled or disabled. Disabling a device
does not affect its operation but prevents it from being included in new shipments, sectors, or TCI.

The out of service setting can be applied to devices that are no longer usable, such as those that are
broken or lost during transport. Setting a device to out of service initiates remote stop and wipe
actions to help prevent data leakage if the device is stolen. Once this status is assigned, it cannot be
reversed.

If the device is associated with a sector or shipment, the existing association is displayed below its
serial number.
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7ikw-16be-r3ars

Shipment: Example Shipment

Status  Details

Status: Available & Calibration: not calibrated
Battery level: 98% Last upload: 17 hr. ago
Battery expiration: n/a Configuration policy: DEFAULT i) More

By clicking on the Details button, it can be switched to a different window which will contain further
information as well as an additional data field that can be customized to match personal needs. In
addition, the field Sublicense which allows us to move a device from the current Sublicense to a
different one.

For a step-by-step guide on how to move a device between Sublicenses.

Status  Details

Type:
SmartMonitor SHIP S

Serial number:
7ikw-16be-r3ars

Responsible location:
not provided &

Latest measurement:
n/a

History:
1 association(s) € More

Sublicense:
Manual &

In the status view, pressing More next to the policy configuration shows a popup with details about
the active policy.
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DRUG KIT X X

{? Change &, Download

General

Policy information

PolicyID

Creation and updates

Status of policy

~ Enabled

Policy description

Alarm rules
Monitor ing with device

| Temperature
> +12.0°C  ® 10 min, single.
> +8.0°C ® 120 min, single.

> +8.0°C ® 1440 min, accumulated.

< +2.0°C ® 120 min, single.
< +2.0°C ® 1440 min, accumulated.
€ +0.0°C O 10 min, single.

O Humidity
X Disabled

You can view or download the device's current policy by clicking Download at the top. To assign a new
policy, click Change and select a new policy in the window that appears.
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Change configuration policy

Please select a new configuration policy to apply to device mwkt-améy-rdg84
Configuration policy

Example policy b i

Cancel Apply configuration policy

Alarm Status

The current status of a device can be regarded within the alarm status tab. Per default, only the
current status is shown. The alarm rules can be displayed by pressing the arrow at the right side of
this window.

Alarm status %) Past Marms
B smartManiter SHIP 5
tser-1988- J6me)
B SmartMonitor SHIP 5 alarm rules
1§ Temperature
0K L e
X ALARM > +B.0°C for 1440 min accumdated 2023-04-18 12:00 S0h Smin
~ 0K > #12.0°C for 10
+ 0K € +2.0°C for 120 man single
DK < +0.0C for 10 min single
~ 0K € +2.0°% for 1440 min accumulated
O Humidity

Selecting Past Alarms will prompt a pop-up window that presents a history of all previously triggered
alarms

Alarm history X

History of alarms for SmartMonitor SHIP S (7ikw-16be-r3ars)

Status Rule Duration Time

No alarms to show.
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Graph

Below that the graph can be found. The graph consists of 2 parts the main graph as well as a small
zoomed-out overview for orientation below it.

In addition, the graph can also be downloaded as a .png image by use of the & £xport putton beside the
Graphs title.

Additional functions and buttons

In the top right corner, if the device is active, the Stop button is available. Pressing this button will stop
the device. Additionally, selecting the Received events button opens a pop-up displaying all recorded

events. This feature allows users to review any detected manipulations or other occurrences observed
by the device.
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Received events X

History of received events on device B Cokiiiiaa

1

SmartMonitor SITE L

By clicking on the device further information can be seen. The main view consists of different areas
that can be divided as follows:

Status/Details

This view displays the device's current status, which includes details such as the applied policy, battery
status, and additional information. The status can be set to enabled or disabled. Disabling a device
does not affect its operation but prevents it from being included in new shipments, sectors, or TCI.

The out of service setting can be applied to devices that are no longer usable, such as those that are
broken or lost during transport. Setting a device to out of service initiates remote stop and wipe
actions to help prevent data leakage if the device is stolen. Once this status is assigned, it cannot be

reversed.
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If the device is associated with a sector or shipment, the existing association is displayed below its
serial number.

510z-po9w-9kyeo

Sector: Example Sector
Status  Details
Status: Active & Calibration: not calibrated
Battery level: 100% Last upload: 8 min. ago
Battery expiration: n/a Configuration policy: Example Policy i) More

Selecting the Details button opens a separate window that displays additional information and
includes a customizable data field. In addition, you can transfer a device from one Sublicense to
another.

For a step-by-step guide on how to move a device between Sublicenses.

Status  Details

Type: Responsible location:
SmartMonitor SITE L not provided &

Serial number: Latest measurement:
510z-podw-Okyeo 5 min. age

Alternate name: History:

not provided & 2 association(s) ) More
Description: Sublicense:

not provided ¢ Manual

While in the status view More can be pressed beside the policy configuration information. This will
open a popup that will provide information in regard to the currently used policy.

Page 157 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

Example policy

l & Change & Download

General
Policy information

PolicylD
- Creation and updatles
wated on 2077 151

Status of policy
v Enabled

Policy description

Alarm rules

Monitorning with device

A Temperature

>100°C @& 17 min, s

Besides watching the policy currently used by the device it is also possible to download it by pressing
Download on the top. In addition, a new policy can be assigned to the device by pressing Change.
Then a new window will open where the new policy can be selected.

Example policy

Cancel

Change configuration policy

Configuration policy

Please select a new configuration policy to apply to device mwkt-améy-rdg84

Alarm Status

The current status of a device can be regard within the alarm status tab. Per default only the current
status is shown. The alarm rules can be displayed by pressing the more arrow at the right side of this

window.
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Pressing Past Alarms opens a popup showing the history of all previous alarms.

Alarm history X

History of alarms for SmartMonitor SITE L (51oz-po9w-9kyeo)

poli

Graph

The graph is located below. Each metric observed is represented by its own graph, which includes a
main section and a smaller overview panel beneath it for orientation.

Page 159 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

By hovering over a specific area within the graph further detailed information can be displayed.

L

You can download the graph as a .png by clicking the Export button next to Graphs.

Map

The last area within this view consists of the map which displays where the device can be tracked if
GPS services are activated.
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Additional Functions and buttons

On the top right of the view by pressing the Received events button it's possible to open a pop-up
that will display all events that occurred. This will help to track down any manipulation and other
occurrences that were observed by the device.

Received events x
Q Search

History of received events on device B Cobumns

Tnestamp § Evert

20220917 16:22 Device sysiem time wias updated by the server

2022-05-1512:54 Device slarm transition from no alarm to alarm

2022-09-1513:54 Rule alarm transition from no alarm 1o alarm

2022-09-1512:38 Rule ition from normal to

2022-09-1513:37 Auto flight detection n state ro fight’
2022-09-1512.37 Rube is recaloulated
2022-05-1513:37 Auto flight detection started
2022-09-1513:37 Condtion judgement started
2022-09-1513:37 Measurements started

202209151337 Device started via botton

‘B - > Show 10 par sage

SmartSensor
SmartSensor within SmartView

When within the device view by clicking on the device further information can be seen. The main view
consists of different areas that can be divided as follows:
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Status/details

This view displays the device's current status, including its applied policy and other details. You can
also enable or disable the status; disabling prevents the device from being used in new shipments,
sectors, or TCl, but does not affect existing operations.

The out of service setting marks devices as unusable due to damage or loss during transport. Once
set, it cannot be undone.

If the device is linked to a sector or shipment, the current association appears below its serial number.

7shn-pgio-c69uw

Shipment: Example Shipment

Status  Details

Status: Available & Calibration: not calibrated
Battery level: n/a Last upload: none

Battery expiration: n/a Configuration policy: nfe

By clicking on the Details button, it can be switched to a different window which will contain further
information as well as an additional data field that can be customized to match personal needs.

7shn-pgio-c69uw

Shipment: Example Shipment

Status  Details

Type:
SmartSensor TEMP

Serial number:
7shn-paio-c69uw

Alternate name:

not provided

Description:

not provided

Graph

Responsible location:
not provided &

Latest measurement:
n/a
History:

1 association(s) i€) More

Sublicense:
Manual &

Below that the graph can be found. Each observed metric is displayed with its own graph, and each
graph consists of two parts the main graph as well as a small zoomed-out overview for orientation

below it.
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Graph

SmartSensor GLYCOL

{ Temperature & Export

By hovering over a specific area within the graph further detailed information can be displayed.

A% e

=]

hursday, Sep 22, 17:03:09

/\/ sTemperature: +26.0°C

To download the graph as a .png image by Use the Export button next to the Graphs title.

If the SmartSensor becomes disconnected while in use, a notification will be sent via email.

Device Association

To monitor a sector or a shipment, the specific devices need to be associated accordingly. Therefore,
you can do the following:

e Add an Association to a Shipment
e Add an Association to a Sector
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Device Calibration

The status of the calibration of the device can be seen when the device is accessed and visible within
the status window.

Calibration Certificate Expiry Notification:

All devices are subject to the calibration certificate expiry notification. Calibration certificate expiry
notification.

Manual File Upload

Uploading a data file is a three-step process.

1. To begin the upload process, navigate to the Devices page and click the Upload data files button
located in the upper right corner. Alternatively, you may access the File Upload screen directly
from the menu on the left, if this option is available.

2. Select File(s).

Choose the data file(s) and click the Upload File(s) button.

Upload Data File(s)

| Dateien auswahlen | Keine Datei ausgewahlt

Choose one or more Data files to upload.

Validate Data File(s)

No Data Files uploaded

Process Result

3. Check File(s).
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After the data files are uploaded, in the second step the system will check the integrity of the files.
You will be notified if any file is invalid or its integrity has been compromised or if the file has been
uploaded to the system earlier.

4. Process Files.

Finally, click the Process File(s) button to store the data in the system. If any device ID does not
exist in the system, this process will ensure the inclusion of the device ID in the system. If the
devices are already associated with any shipment, this process will also make updates to the
shipment information such as filling in the start time of the shipment.

After the files are processed, the results will be shown in the Results section. You will be notified
about how many of the files have been processed and how many of them are ignored.

5. (Only applicable for Fridge-tag data files): Select Time zone.

The time zone can be selected when uploading the file. The last setting will be stored as a default,
no need to choose the time zone every time when uploading. To be sure that you have chosen the
right time zone you have to confirm the time zone with “OK".
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Maps
You will find an overview of all destinations which you have set up as location/destination on the map.

Maps

Google Maps

v Monitoring g

Search Box

==
Karte Satellit

O Dashboard

@ Locations

® shipments

% TCIs

@ Devices

19 Maps

> Shipment dashboard

> Reporting

> Configuration

® Zurich +2
& <
B\ s vy

If you click on one of the icons green, red, or grey you will get more detailed information about the
device, like coordinates, status, type of device, etc.

Page 166 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual

X
Device:
Device type: '
Fix type:
Coordinates: G we Ay
Fix timestamp: T e
Tamnaratiira
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Shipment Dashboard

The Shipment Dashboard offers aggregated information about excursions, transportation, and the
monitoring process. The dashboard is generated automatically and moreover; it is also possible to
receive monthly subscriptions by e-mail. The dashboard enables trend analysis, e.g., on shipments
with excursions on a specific trade lane.

Usability

The Shipment Dashboard provides statistical information based on different entities:

e Excursions: statistical report of the excursions that have been identified based on selected
time frames.

e Details: overview of all the shipments that have been monitored and statistical analysis of
the information related to the shipments (such as origin, destination, customer, or products)
based on a selected time frame.

o Device usage: statistics based on the used monitoring devices and the information related to
their use.

Shipment Transport Methods

By Year

2012 2013 2014 2015 2016

-
=
-

Number of Shipments
-
]

=]

Year

Undefined [l Air Road Ocean [ Rail

Number of Shipments by Origin

Number of Shipments by Destination

By Year By Year
Basel —__- Undefined Brussels Undefined
London Heathrow _’.» 7 \\\\l 1.0G TS20 Basel ) \ i / New York
Arlington Heights, IL | Zurich PDA Berlin ~ Paris
Kingsville, TX A New York Clinical Hospital Site 2 h._\ “. Rio de Janeiro
Clinical Trial Distr. site o L Berlin Clinical Hospital Site 1 r \ Tokyo
Chicago ‘\;‘ Paris Clinical Trial Distr. site \ Western Distribution Hub
Berlinger USA - EGH) Louisville, KY DC / Test
Generic Producer Berlinger Bostan, - — Chicago - BoraBora .

Tip: You have the option in SmartView to automatically receive a monthly update of the Shipment
Dashboard by e-mail.

You can subscribe as follows: Navigate in the menu to Profile —> Support User and click to
Subscriptions. Make a tick at the Transport Report.

e Shipment Dashboard Details
e Shipment Dashboard Alarm Statistics
e Shipment Dashboard Device Usage
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Shipment Dashboard Details

Name Description

Shipment Transport Methods ~ What kind of transport was used for the shipment represented as
aline graph

Number of Shipments by Status Number of shipments sorted by shipment status represented as
pie graph

Number of Shipments by Origin Number of shipments sorted by origins represented as pie graph

Number of Shipments by

Destination , o :
Number of shipments sorted by destinations represented as pie
graph

Number of Shipments by Number of shipments sorted by products as pie graph

Product

Number of Shipments by Number of customers sorted by name represented as pie graph

Customer

4 Shipment Dashboard
Details
> Monit
© Details Customer: Origin: Destination:
v [Select a Customer...) - [Select a Location...] v [Select a Location...] A
i Alarm statistics
i Davice usage Shipment Transport Methods = Number of Shipments by Status =
> Reporting ) By Veu By Yea
> Configuration % D“""“’c "< o
z Approved I
Undefined @ Air Road Ocean @ Rail -
Number of Shipments by Origin = Number of Shipments by Destination =
SITETS ‘\‘ ‘ SITETS ‘\.
C;) Zurich +2 s
Filter by

Name Description

Year Year of shipment

Month Month of shipment
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Customer Name of shipment recipient
Origin Start location of shipment
Destination Place of arrival
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Shipment Dashboard Alarm Statistics

Name Description

Shipment Alarms Documentation of time and customer-related alarms
Alarms by Root Cause Documentation of alarms by their root causes
Shipment Alarm Rate Documentation of alarms according to their frequency
Alarms by Product Documentation of alarms for shipped products

= Shepiranl Daibbeiisd
Alarm Statistics

1 ALEI TS

Filter by
Name Description
Year Year of shipment
Month Month of shipment
Customer Name of shipment recipient
Origin Start location of shipment
Destination Place of arrival
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Shipment Dashboard Device Usage

Name Description

Shipped Q-tag CLm doc Upload Representation of the loggers used and their data
Completion status

Shipped Q-tag CLm doc Upload Representation of the transfer status of logger
Completion Rate data

Q-tag CLm doc Deviation Representation of the loggers with deviations

Used Loggers Pie chart to document the type of loggers used
regarding the past years

i Shipma=t Dashbeard -

Device Usage

wpiracird @ redUpeuslied voinsded @ s peracied

Filter by
Name Description
Year Year of shipment
Month Month of shipment
Customer Name of shipment recipient
Origin Start location of shipment
Destination Place of arrival
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Reporting

The SmartView application offers reporting and analytics to help users easily review sensor data from
their monitoring devices for shipments and facilities. Its module ensures access to sensor information,
delivers summary data on monitored shipments, and supports customized analysis as needed.

A description of their usability is displayed in the following table:

Description How to create How to use How to
share
Shipment Report on each individual Automatically Evaluate the complete Online orin
Report shipment. Includes created foreach  information about an PDF
temperature graph, shipment individual shipment format
excursion information and '
milestones.
Custom Report that combines data Manually, by For specifictestssuchas  Onlineorin
graph from multiple sensors (e.g. selecting specific  thermal mappings. PDF
Q-tag CLm doc) sensors format.
Shipment Report that provides a Manual, by For example, to analyze the Online orin
Analysis  statistical analysis and selecting specific  performance on a specific PDF, JPG
Report overlay of multiple shipments or shipping lane or from a or Excel
shipments (maximum 20) directly from the specific transportation format
View:Shipments company
Shipment Aggregated information For trend analysis, for Online and
Dashboard about excursions, example on the number of by e-mail
transportation and the shipments with excursions. subscription

monitoring process Automatic

The reporting and analytics module lets users review sensor data and run custom analyses. It has four
main features, useful for both shipment and facility monitoring.

For further Reporting related information see:

e Audit Trail
e Graph

e |cons

e Statistics
Alarms

SmartView's alarm management feature allows users to document, investigate, and process event
alarms. Once an alarm is detected, notifications are sent to designated recipients who must evaluate,
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acknowledge, and close the alarm. Users can review alarm history by shipment or sector, record root
causes and actions, and identify frequent issues to implement preventive measures. Alarms can be
acknowledged to stop further notifications and closed to confirm resolution.

Step SmartView Actions Result
Function
1 Alarms Select List with all alarms

Select the check box of the desired  Alarm handling: Acknowledge, Close,

2 Acknowledge shipment Modify
3 Scroll to the end of the list
4 Acknowledge
Select the name of the desired
5 Information shipment Shows all alarm related information
6 Actions Function for data handling

Alarm List on the Home Page

The home page shows the latest active alarms for both shipments and sectors. This is indicated by the

A icon in the alarms list found on the home page.

Active Sector Alarms

Sector Rule

A\ Example excursion (Examp..ion) (device) > 8.00 °C for 00:20:00:0 —

1 Alarm(s) to be Acknowledged and 0 to be Closed. |View all alarms

To view the detailed information of an alarm, click on the == icon on the home page and choose View
Excursion’. You will get the Event Summary screen as shown in the following image:
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A\ Example Event Acknowledge

Details ~ Graph

Event Summary Alarm Activities

No user activity is recorded.
1D:

User State: OPEN
Escalated: YES

Event: Example Event

Rule: Temperature (device) > 8.00 °C for 00:20:00
Sector: Example Sector

Root Cause: nfa

Action n/a

Alarm Summary
Start: Duration End:

2022-09-2110:17:50 2days 01:53:32

Acknowledged: Closed:

Not yet acknowledged.

The screen includes the following information for an alarm:

Details: Detailed information related to the alarm, such as related shipment or sector, related event,
and rules of the event.

e Information regarding the start and end time of the alarm, its duration, and whether it has been
acknowledged or closed.

e Information about the way users interacted with the alarm like users who have acknowledged or
closed the alarm.

Graph: Redirects to the specific temperature graph of the sector or the shipment where the alarm was
identified.

Alarm Overview

To view the list of all the event alarms reported by the system, click on the Alarms tab in the main
menu. A list will appear, displaying all the alarms registered in the system.
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Managing/Modifying an Alarm

Select a root cause and provide appropriate action for handling the alarm.

Alarm Management Summary

Action:*

Root Cause:

[Please select root cause...]
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Exporting Alarms

Export and download the filtered excursions list as PDF or CSV files.

Alarms
[DManual

Start Date since
Show 25 w entries

= & & as CSV
¥ID W¥Type W Name Alarm Rule # Root Cause ¥ Action w Start [ ied on

Start Date until YAz i

Alarm State

B
5
I

[All] v

User State 5
Showing 1 to 3 of 3 entries 1 row selected 1
[All] A

Alarm Object Type

ram -

Alarm Notifications

After SmartView detects any alarm—shipment, sector, or Q-Tag—it notifies designated recipients by
email or SMS.

Due to regulations, SmartView will not be able to provide SMS notifications in Singapore after July
2023.

The alarm notification per email provides information about:

e Alarm ID

e Event Rule that has been reached
e Start time of the alarm

e Personalized message

e Recipients

e Last reported message

e Value that has been reached

No. Type Who When How How often
1 Warning Main When sensor value email, or email and SMS One message
Recipients reaches warning limit, but for each
not alarm limit warning
situation
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2 Alarm Alert Main When sensor value email, or email and SMS One message
Recipients reaches alarm limit, foreach alarm
based on value and delay situation
period (e.g. temperature >
8°C for 15 minutes)
3 Alarm Main When alarm value persists email only Continuously
Reminder Recipients (and and an alarm is not based on the
when acknowledged by the user repetition
escalated also within the repetition interval when
Escalation interval period conditions are
Recipients) met

4  Escalation Escalation

Alert Recipients +
Main

Recipients

5 Escalation Escalation
Reminder Recipients +
Main

Recipients

Example Scenario

Event Rules:

Main Recipients:

Notification Type (Main
Recipients):

Repetition Interval:
Excursion can escalate:

Notification Type (Escalation
Recipients):

Escalation Recipients:

email, or email and SMS One message
(depending on for each
Notification Type for  escalation
Main Recipients and situation.
Escalation Recipients)

When the alarm value
persists and an alarm is
not acknowledged within
the defined delay period

When alarm value persists email only (depending Continuously

and escalation is not on Notification Type for based onthe

acknowledged by the user repetition

within the repetition Main Recipients and interval when

interval period Escalation Recipients) conditions are
met

Temperature < 15.00 °C (59.00 °F) for 00:15:00, warning when <
18.00

°C (64.40 °F)
Gerry, Andy

email and SMS

15 minutes
Yes, with 30-minute delay period

email and SMS

Jon, Marlen

Let's assume the following scenario for a cold room with this Event Profile:

e At 10:31h a temperature value of 16.26°C is received
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e At 11:16h a temperature value of 11.30°C is received
e The temperature remains above 8 °C for 4 hours, in which period the users do not
acknowledge the excursion in SmartView.

SmartView sends the following message:

e At 10:31h a WARNING MESSAGE is sent to Gerry and Andy by email and SMS At 11:16h an
EXCURSION ALERT is sent to Gerry and Andy by email and SMS At 11:31h an EXCURSION
REMINDER is sent to Gerry and Andy by email.

e At 11:46h an ESCALATION ALERT is sent to Jon and Marlen, as well as to Gerry and Andy by
email and SMS

e At 12:01 an EXCURSION REMINDER is sent to Gerry, Andy, Jon, and Marlen by email.

Notification Q-Tag Alarm

SmartView notifies users about Q-tag alarms once the Q-tag data file is uploaded. If a shipment has an
associated Q-tag and defined recipients in its Event Profile before uploading, notification emails are
sent to those recipients immediately after the upload.

Below is an example of the Q-tag alarm notification email:

To Whom it may concern

The Q-tag BDBX00051 data has been uploaded to SmartView; it contains 5
excursion(s):

Excursions

ID: 17627

Event Rule: Temperature > 15.00 °C for 01:00:00
Start Time: 2016-02-01 16:06:00 (UTC)

Stop Time: 2016-02-01 18:49:00 (UTC)
Duration: 0 days 02:43:00

ID: 17629

Event Rule: Temperature > 8.00 °C for 02:00:00
Start Time: 2016-02-01 16:06:00 (UTC)

Stop Time: 2016-02-01 21:35:00 (UTC)
Duration: 0 days 05:29:00

ID: 17630

Event Rule: Temperature > 8.00 °C for 02:00:00
Start Time: 2016-02-25 22:23:00 (UTC)

Stop Time: 2016-02-26 20:21:00 (UTC)
Duration: 0 days 21:568:00

ID: 17628

Event Rule: Temperature > 15.00 °C for 01:00:00
Start Time: 2016-02-26 04:15:00 (UTC)

Stop Time: 2016-02-26 12:20:00 (UTC)
Duration: 0 days 08:05:00

ID: 17631

Event Rule: Temperature > 8.00 °C for 02:00:00
Start Time: 2016-02-27 03:13:00 (UTC)

Stop Time: 2016-02-27 09:29:00 (UTC)
Duration: 0 days 06:16:00

Best regards,
SmartView Support
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In certain circumstances, the notification email regarding the Q-tag alarm will be directed to the
primary contact (such as the Site Manager) rather than to the recipients specified in the event profile:

e Prior to the upload of the data file, if the Q-tag is not associated with a shipment prior to its
data file upload

e Prior to the data file upload, if no Event Profile is added to the shipment to which Q-tag is
already associated with.

Alarm Acknowledgement

In order to stop receiving notifications about an open alarm, it is important to acknowledge this. You
have various options to acknowledge an alarm:

From the Home Page

To acknowledge an alarm from the Home page, click on the = icon and select Acknowledge
Excursion.

From the Excursion overview

From the Alarm list, choose to acknowledge your excursion by clicking on the = and then selecting
Acknowledge Excursion.

From the ‘View Excursion’ page

You also have the option to acknowledge the excursion by choosing to view the details of the
excursion and click on it.

From the Graph

Another possibility to acknowledge excursions is to go to the graph on the alarm details page and
acknowledge the desired alarm directly from the graph, as shown below:

-----

After an excursion is acknowledged by a recipient, SmartView sends an email to all recipients with

details of the acknowledgment. The email includes information about who acknowledged the
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excursion, which recipients have been informed about, details of the excursion, its root cause, and the
actions taken. Once the excursion has been acknowledged, notifications for that specific excursion are
discontinued, as it is considered processed by a user.

Alarm Documentation

SmartView allows you to document additional information about an alarm. You can note down the
Root Cause of an alarm and the corrective Action taken for the alarm.

A Blairmd

g.0.F Lonafow

Alarmm Managemant Summary macal ﬂ

A .

You can document the root cause and action for an alarm in several ways:

From the Home Page

You can easily modify an alarm from the Home page, by clicking on the = and then selecting Modify
Excursion. Enter the root cause and action taken, then click Save.
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From the Alarm Overview Page

Alarms ) Manual

Filtge By Alarma

WA Dl i
w33 v miries

& g W s A Eule W ot Conne W ks o tnrt Dmte W Sangpad o
7 &

,.
i
i

B

-

Il

e EEE3

BwrwTopa

From the Alarm list, you can choose to modify your excursion by clicking on the —and selecting
Modify Excursion.

From the ‘View Excursion’ page

1. From the email notification or from the Alarm Overview page, click on the Alarm ID. Alarm Details
screen displays.

2 @ Manual
~zx berlinger Alarms
smartview
Filter By Alarms Toggle Filters
> Monitoring
Start Date since
Show 25 w |entries
> Shipment dashboard
L20] pe % Name Alarm Rule % RootCause ¥ Action w Start Date % Stopped on

~ Reporting Start Date until v A

View Excursion
O Alarms

View on Graph
L A2 { Modify Excursion
O Audit trail i
& Review
Alarm State A L=
& Custom graph [All] A
ali Shipment analysis User State
Showing 1 to 3 of 3 entries 1 row selected 1
[Al] b 4
> Cenfiguration
Alarm Object Type
[Al] b4
Alarm Type
Zurich +2
e ¢

2. Click on Manage to modify your Alarm.
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Alarm Closure

An alarm can be closed after the situation has been resolved and corrective measures have been
implemented. The alarm must first be acknowledged by the user before it can be closed. Closing an
alarm serves to record that the situation was handled appropriately. Alarms should not be closed if
the situation is still ongoing.

Similar to acknowledging an alarm, there are multiple methods available for closing an alarm:

e From the Home page

e From the alarm overview

e From the ‘View Excursion’ page
e From the Graph

Q-tag Excursions

Upon uploading a Q-tag file, the system immediately evaluates any Alarms recorded by the Q-tag and
converts them into respective Excursions. Each Alarm identified in the Q-tag data is systematically
translated into one corresponding Excursion. The configuration of an Alarm is reflected in the Rule for
its associated Excursion.

For instance, if a Q-tag alarm is configured for temperature "above 44.9°C for 1 hour," the triggered
excursion will have a rule stating "Temperature > 44.9 for 01:00:00." Should any specific rule exist
within the alarm configuration, it will be explicitly represented in the corresponding Excursion rule as
well.

Alarm time and excursion time are different. The alarm's date and time indicate when the alarm was
triggered by its settings.
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For example, an alarm at 10:00 against the configuration “above 44.9°C for 1h” means the
temperature exceeded 44.9°C from 09:00 to 10:00. The Start time marks when the breach began; this
helps pinpoint exactly when the temperature crossed the limit. The End time shows when the
temperature returned to normal. If it doesn't return before the Q-tag stops, the Stop Time is used as
the End time. Excursions reported under Accumulated Alarm configuration do not include an end
time.

Notification about a Q-tag Excursion

SmartView does not provide real-time Q-tag alarm notifications, but it sends alerts for Q-tag
excursions once a data file is uploaded. If a Q-tag is linked to a shipment with an event profile and
recipients already set up, notification emails are sent to those recipients immediately after upload.

Alarm Graph Markers

Additional markers on the sector/shipment graph, similar to milestone markers, represent shipment
alarms. A dashed vertical line in red, yellow, or gray (based on excursion state) is shown, along with a
clickable box displaying the alarm ID that links to its detail page.

4= Shipmarnis Ll Mamaia

e Ty

Graph Alarm Legend

Shiipamasnt - " m

The markers are colored according to the status of the alarm:

e Red - indicating open alarms.
e Yellow - indicating acknowledged alarms.
e Gray - indicating closed alarms.

Hover over a marker to see alarm details. Click the alarm ID to open alarm detail page where you can
acknowledge alarms directly from the graph.
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Manual Alarms

If you need to add an alarm to a TCI from an environment not monitored by a Sensitech supported

device, use manual alarms. This lets you add an excursion to TCl quickly. Access this feature via the
Reporting sub-menu.

Manual Alarms

Q

@ Alarms

(5 Manual alarms
0 Audit trail
stom '_'.1|l||

dbl Shipment analysis

When accessing this tab, you will be able to access all already present Manual alarms. Create new
Manual alarms by pressing the Create new alarm button.

+ Create new alarm ] Manual
Manual Alarms /

@ Columns

Pressing the button opens a new view to enter manual alarm information.
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New alarm muosi staem

The excursion record includes temperature, time, root cause, and mitigation actions. Temperature
data is automatically added to the relevant TCls for recalculating the stability budget. The update
process depends on how many TCls are affected.

The data itself will be added to the TCI with flanking values to guarantee a correct stability budget
calculation.

Custom Graph

Select a custom graph from the list or create a new custom graph:

Custom Graphs £2 Manual
Order By Custom Graphs + Create Custom Graph |RCEACIRIEE
> Monitoring
23Nama Name No. Curves
> Shipment dashboard — No Custom Graphs found
~ Reporting
[ Alarms
B Audit trail
& Review
44 Custom graph
il Shipment analysis
> Configuration
O Zurich +2
9 urich + <

A
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Custom Graphs

Custarmn Graphs + Croate Cishom Gaaph | Taggle Filt l

Create New Custom Graph

1. To create a new graph, click Create Custom Graph.

A new window will pop-up allowing us to enter a name for the new graph as well as the option to
select another custom graph as a template if one is available.

Create Custom Graph

Name:

Use as template: o

[Select a Custom Graph..] v

Cancel

2. Select one of the available options for a graph type:

Name Description

Custom Period This allows to create of a custom graph for a specific time period for non-
Q-tag devices

Latest Period This allows creating a custom graph for the latest period for non-Q-tag
Devices

Q-tag Overlay This allows us to create a custom graph for Q-tag Devices
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4 Cusbom Graphs 12 Hasual
1 L

|
pneral  Duwvicr cancel |

Grapes Toype

[

If a custom period is selected as an option, the duration can either be limited with the duration
modifier or the specific end date. If both parameters are entered the end date will be used.

& Custom Graphs Manual

General  Devices

Srah Type Custom Period p. A4
Start Date:
End Date:

Note: if the end date is provided, the duration will be ignored
Duration: 1 Days -
Description:

3. Click on Devices.

The following view will be available to add devices to the custom graph.
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Modify Custom Graph

To modify a custom graph, press = within the custom graph overview and then select Modify
Custom Graph.

L Manual

Custom Graphs

Drder By Customn Graphs + Create Custom Geaph

= Barme

v pages 101 15 53] 100

Detail

The detail page provides an overview of the devices selected in the custom graph. It also indicates the
color assigned to each device in the graph.
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HOME - Custom Graphs - TST-GRH-001

Details Graph Statistics

General
Configuration: Show latest 7 Last 24 Hours(s)

Description: No description provided

Devices

Device Description Channel Style Color
10:00:00:01:16:0e Temperature line red

10:00:00:01:15:56 Temperature line blue
10:00:00:01:05:87 Temperature line dodgerblue

10:00:00:00:2b:ca Temperature line royalblue

Graph

SmartView provides the capability to create a Custom Graph by overlapping the data from multiple
sensors in order to perform an analysis of several used monitoring devices. The Custom Graph has
the capability to include and combine data from sensors of the same type or of different types (e.g. Q-
Tag, etc.) into one single graph.

Each Custom Graph contains the following two elements:

e Overlay of the temperature graph of the various sensors that show the different values of
the sensors in a single graph.

e Statistical Table that shows the statistical information in a table format, with an easy
indication of the lowest and highest maximum, etc.

Usability

If the graph uses real-time sensor data, Custom Graph lets you define the time period for included
data. For Q-Tag USB logger devices, the graph automatically overlays data based on the device's start
and end times.

Users can create a Custom Graph by choosing up to 100 sensors to analyze or compare their data. It's
often used for thermal mapping in temperature-controlled areas, recalibrating sensors, or running
tests with many sensors.
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Custom Graph Overview

%ME Custom Graphs - TST-GRH-001

Details  Graph  statistics

Graph
Custom Craph: [TST-GRH-001] a2 =
Temperature ('C)

30
20 —_—
10

‘i o

2

12.00 24.Teb 12.00 25. Feb 12:00 26.Teb 12.00 27. Feb 12.00 28.Feb 12:00 1. Mar 12.00 2. Mar

Time

= 10:00:00-01-16:0e (1) =— 10:00:00:01:15:56 (2) — 10:00:00:01:0587(3) — 10:00:00:00:2b-ca (4)

Custom Graph Zoom Area

Click, hold, and drag the mouse from one point to the other a zoom area will be selected as shown in
the next graphic.

HOME - Custom Graphs - TST-GRH-001

TSTGRH 001 : e=ecl sl
s — Custom Graph selected area to zoom in

Graph
Custom Graph: [TST-GRH-001] a8

Temperature (C)

Temperature ("C)
-

12:00 24.Feh 12:00 25.Fch 12:00 26. Feb 12:00 27. Feb 1200 26. Fob 1200 1. Mar

Time

1200 2. Mar

— 10:00:00:01:16:0e (1) — 10:00:00:01:15:56 (2) — 10:00:00:01:05:87 (3) — 10:00-:00-00:2b-ca (4)

Custom Graph Zoomed

The next screenshot shows the zoomed-in area. To go back to the overview, click the Reset Zoom
button.
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QOME Custom Graphs = TST-GRH-001

Details ~ Graph  Statistics

Graph
Custom Graph: [TST-GRH-001] 5 =

Temperature (‘C)
30

20

10

Temperature (‘C)

08:00 12:00 16:00 20:00 25. Feb 04:00 08:00 12:00 16:00 20:00 26. Feb 04:00 08:00 12:00 16:00 20:00 27. Feb
Time

— 10:00:00:01:16:0e (1) — 10:00:00:01:15:56 (2) ~— 10:00:00:01:05:87 (3) — 10:00:00:00:2b:ca (4)

Shipment Analysis Report

The Shipment Analysis Report is a document that provides a statistical analysis of shipments that have
been monitored with SmartView and enables users to overlay multiple shipments in a single graph.
Each Shipment Analysis Report contains the following elements:

e Details page with general information
e Overlay of the temperature graph of the various shipments. As these shipments may be
performed at different times, the temperature graph is based on a relative time.

For first information about the Statistical Table please refer to the Statistics section.

The Shipment Analysis Report is generated manually by selecting the specific shipments that need to
be included in the analysis. This functionality can be accessed directly from the menu option or from
the shipment overview screen.
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Configuration
Step SmartView Actions Result
Functions
1 Configuration List with configuration functions is displayed
2 Configuration +Create new policy New policy windows is opened:
policies General - Policy name and description fields
Alarm rules for defining alarm parameters. For
details see 4.9
SmartMonitor different settings depending on the
used device
Save
3 Carriers + Add Carrier Add carrier: A selection list of predefined carriers.
Only airlines can be selected in this window. To
define a new airline, you need administrator rights.
If different transportation is used (Road, Railway,
Sea), the carrier has to be defined within the
shipment, see Shipment dashboard
Ok
4 Customers  + Create Customer Window for customer description
- General - Description of new customer
Toggle Filters Search function for a specific Customer
Name
Status (All, Enabled, Disabled)
Save
5 Alarm + Create Alarm Profile Templates: Selection list of predefined alarm profiles
profiles Alarm profiles contain the following information:

Name

Message as comment text window and selection list
with enclosed rules

Rules as predefined alarm conditions, setting up of
Alarm rules see step 10

Recipients

Escalation recipients
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Toggle Filters

Save
6 Packing + Create Packing System
systems
Save
7 Products + Create Product

Save

Search function for a specific Customer:
Name

Status of customer (All, Enabled, Disabled)

Name: Selection list of already defined packing
systems Packing systems contain the following
information:

General

Status of the packing systems (Enabled, Disabled)

Description of the packing system
Storage Conditions

Selection list for different storage conditions
Storage conditions are defined by the system

administrator, see SmartView manual for details.

Name: Selection list of already defined products
Products contain the following information:

Details - General

Part number

Status (Enabled, Disabled)

Product code

Storage Conditions (Enabled, Disabled)
Description

Details - Storage Conditions

Selection list for predefined storage conditions
ATOR

Details - Batches Create Batches
External ID

Production Date

Status (Enabled, Disabled)

Stability Budget

MKT

Thresholds

Audit Trail
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8

9

Clinical trials + Create Clinical Trail

Alarm rules

Toggle Filters

Save

Select the device to be
monitored and its
measurement parameters:

Device
external sensor

+ Add alarm rule

Save

External ID: ID number of the clinical trial Clinical
Trails contain the following information:

Details - General

Name

Start Date

Program

Storage Conditions (Enabled, Disabled)
Phase (Phase 1 ... Phase n)
Description

Details - Products

Selection list for products used

ATOR

Details - Contact Details

Various details of the parties involved
Audit Trail

TCls

Search function for a specific Trial:
External ID

TCl original ID

Name

Program

When (Anytime, Past, Present, Future)

Alarm rules are used to define alarm limits.
Selecting the device and measurement parameters
opens a window for defining alarm rules.

With + Add alarm rule the input fields for the
required parameter open.

Input fields for the required parameters.
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Configuration Policies

For the SmartMonitor family as well as for the set-up of event profiles configuration policies can be
created that will contain the settings relevant for the device. To create a new configuration policy, you
can access the respective menu points under the configuration menu.

v Configuration

Configuration policies

Where you can create the new policy by pressing Create new policy on the top right. By pressing to
create a new policy a new view will open that allows the set-up of a policy. There are the following
three screens: The first screen “General” will allow for a general description, name, if it is a policy for all
licenses or only this sub-license and if the policy is enabled (Unless it's enabled the policy cannot be
used within monitoring).

Creating:

NeW pOliCV Configuration policy W

it General
Measurement settings Po[icy information
Alarm rules Policy name ©
SmartMonitor o

Localisation options Policy description

Policy scope ®

O State of policy enabled @
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On the second screen, you can adjust measurement settings. With the internal sensor, the minimum
interval is 5 minutes; with only the external sensor, it's 1 minute.

Creating:

NEW pOliCV Configuration policy w

General :
Measurement settings
Measurement settings Intended measure interval ®
Set how often measurements are recorded.
Alarm rules

SmartMonitor D 10 LY 30 45 60 90 180 240
10 min
Localisation options

SmartMonitor

() Device internal temperature measurement enabled
() Device relative humidity measurement enabled
() External sensor measurement enabled

() Geographical positioning measurement enabled @

SenseAnywhere

Temperature measurement enabled

On the third screen, you can configure alarm rules for the device's internal sensors (temperature and
humidity) and external probes (temperature only).

You can configure multiple settings for each option and choose between single, accumulated, or
immediate alarms. A single alarm triggers when one event exceeds the time limit, an accumulated
alarm adds up shorter violations until they surpass the set time, and immediate alarms activate
instantly when a violation occurs. Note that single and accumulated alarms require the delay to be at
least twice the measurement interval. Additionally, each temperature-type combination must be
unique; for instance, only one 8°C single alarm is allowed, but you can have both an 8°C single and an
8°C accumulated alarm.

You can set up warnings to notify alarm recipients before an alarm setting is breached. Warnings do
not require action or appear as active issues in SmartView.
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Creating:

New policy Configuration policy ¥r

General
Alarm rules

Measurement settings Monitoring can be enabled for the SmartMonitor device, an external sensor, or both. &)
o« Monitoring with device

Alarm rules

SmartMonitor o J Tem perature enabled

Localisation options Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule

@ 0 Humidity enabled

Alarm rules for high humidities

+ Add alarm rule

Alarm rules for low humidities

+ Add alarm rule

@ VU Monitoring with external sensor
Type of sensor: All sensors v

@ | Temperature enabled

Alarm rules for high temperatures

+ Add alarm rule

Alarm rules for low temperatures

+ Add alarm rule

On the fourth screen, you can define event and device settings. Options vary by device and may
include light, tilt shock, and free-fall monitoring. You can also set features like start prevention without
an external probe, adjust communication settings, and add alerts such as acoustic alarms for rule
violations.
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For estimating light levels with the light sensor, you may use the following values:
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Lux level estimate Interpretation comparison
1 Twilight

5 Minimal street Lighting
10 Sunset

50 Living room

80 Hallway

100 Very dark overcast day
320-500 office lighting

400 sunrise/sunset

1000 Overcast day
10000-25000 Full daylight
32000-130000 Direct sunlight

For the Door open Monitoring the Placement of the device itself is crucial.

On the fifth screen, the localization can be set up. This ranges from simple notification on arrival and
departure up to stopping the device once it arrives on site.
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Creating:

New pGliC}' Configuration policy ¥r

General .
SmartMonitor
Measurement settings Monitoring with device
Alarm rules Prevent start of device without external sensor connected

SmartMonitor SrnartMonitor Start Prevention E‘

o . Autostart after fully charged (D)
Localisation options

Start delay @

0 5 10 15 30 45 &0 90 180 240

Supply chain events

@ Light monitoring @

11 Tilt monitoring @

“r Shock menitoring ©

@ Free fall monitoring @

1 Door open monitoring &

Communication

Communication options allowed

Salect which communication options are allowed to share data with SmartViaw.

() il Cellular [mobile) enablad

B+ [ EBluetooth Low Energy gateway for other devices (D

= WiFi [I'
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Cloud synchronization interval @

Set how often recorded data is synchronized with the servers of Smartview.

Note that shorter intervals drain the device battery faster than longer intervals.

The synchronization interval has no effect on the measurement interval.

In case of alarm, the device will immediately synchronize with the SmartView cloud.

®
30 &0 T5 90 105 120 10 180 210 240 T20 1440
&0 min

Device & Display

Device configuration

() Shows alarm status on device display [« { X ] enabled

(} Use acoustic alarm enabled

() Show configuration policy name on device display enabled

(} Show device name and associated sectorfshipment on device display enabled

() Genarate summary report on device (0

Unit of temperature
Fahrenheit

Power disconnect alarm delay G

30 &0 120 180 240 360 720 1440 2880
30 min

On the fifth screen, the localization can be set up. This ranges from simple notification on arrival and
departure up to stopping the device once it arrives on site.
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Creating:

NeW pOI.icy Configuration policy o

G l isati i
eneral Localisation options

y / start & stop shipments. In this tab you can specily how this should work.

rt this (SHIP L/M

Measurement settings

C2s that suppo

Alarm rules

Geofencing configuration

SmartMonitor @ Detect departure from origin using geofencing

Localisation options When leaving:
Send notification to users using E

Adjust the relevant start time of the shipment the device is used on
Consider a shipment exiting a geofence:
When the majority of the devices from the shipment are outside the geofence

When one device has y number of positions outside the geofence

() Detect arrival at destination when using geofencing
When entering:
Send natification to users using
Adjust the relevant stop time of the shipment the device is used on
Automatically stop the shipment and its associated devices once arrived
Consider a shipment entering a geofence:
When the majority of the devices from the shipment are inside the geofence

When one device has y Cons t number of positions inside the geofence

For the localization to work it is required to have the locations geofence set up as well as an origin
and a destination within the shipment.

After entering all settings, click Save at the top right to store the policy.

Carriers

The Carriers menu lets you create a custom list of frequently used Air Carriers from about 250 options
in the system for SmartView tasks. Add your preferred carriers to this subset before using them
elsewhere, such as for shipments.
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Overview of existing Carrier

Click Configuration> Carriers in the menu to see the air carrier subset list, as shown in the image
below.

Carriers

+ Add Cafriei

To add a new carrier to the list simply click on the Add Carrier button and choose the desired carrier
from the dropdown list.

To remove an air carrier from the subset list, simply click on the = button next to the carrier and
select delete.

You cannot remove a carrier from the subset list if it has already been referred to.

Customers

Create Customers

The Customers menu item displays a list of all customers registered in the system. This screen allows
users to add new customers for shipments and modify information for existing customers. Users can
filter the customer list according to specific criteria.
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CManual

Customers

Ordat By Cuttemers M[ ————
|

A Luntormen

To add a new customer, click on the Create Customer button and fill in the name of your customer.
After creating a customer, you will be able to assign this to one or more shipments.

Modify Customers

You can edit your customers by clicking on the = button.

Customers Manual

< Hame Name

Filter By —
View Customer
Name Modify Customer
e.g. My Customer

4 =

Status
Viewing 3 entries - 1 to 3 (of 3 total)

1

Enabled -

Enable/Disable Customers

Results per page: 10 | 25| 50| 100

To enable/disable the customer, complete the following:

1. In the Customer tab, click Modify.
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2. Click on the toggle Enable/Disable to change settings.

& Curiomers - Maraaal

3. Click Save to save your settings.

Alarm Profiles

SmartView's alarm management lets users set alarms, identify breaches, respond, and report issues.
Alarms are triggered when specific business rules are broken, detected through continuous sensor
data.
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First, the user must define alarm profiles in the system. To monitor shipment or facility (sector), they
select an applicable profile. The chosen profile's business rules are then enforced for that shipment or
sector.

From the Configuration’ tab in the menu bar, click Alarm profiles.

Alarm Profiles SR
ot st o [
R  Toggi rien |
o — e M. i
B Seprrens dushbosed b 4 |
Filiwe By
» Baporteg . b — L] =
. o Tenperaiey b —— . =
% Cairawy - — . =
i b — . =
8 Marm profies - L] -
L + - " —]
e i P — I =
& Chimical riah Viging Il antvias - % i I ol I fotsd)
B ama AT i d
Brralin por page: 10 | 38 | 58] 190
A5 Turich + 2 -
A e —y

To create a new alarm profile, complete the following steps:

1. From the Alarm profile page, click Create Alarm Profile:
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2. Provide a name for the alarm profile and click OK.

During the set-up, a configuration policy has to be selected. The rules for the event profile will be

imported from the configuration policies available within the system.
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Once an alarm profile is created, it can be applied to any sector or shipment and reused as needed.

You can choose to modify or delete the alarm profile from the alarm profile overview, by clicking on

the = button and by choosing the appropriate action. Alternatively, click on Modify from the alarm

profile.
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Every setting can be modified which you had to fill out or define when creating an alarm profile.

An alarm profile cannot be deleted while it is currently in use.

Packing Systems

The ‘Configuration: Packing Systems’ menu item allows you to define the packing systems (e.g.,
Envirotainer). In practice, the packing system refers to a kind of packaging in which a SmartSensor is
mounted to monitor the relevant shipment.

You can define a list of frequently used packing systems for your shipments that are monitored by
SmartView. While creating a SmartSensor association to shipment, you can optionally select the
packing system.

Packing Systems Overview

To view an overview of packing systems already defined in the system, click on the menu item
Configuration: Packing Systems. You will get an overview of all the packing systems as shown in the
following image:
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Pack ing Systems

The colored icons indicate whether the packing system is: “* enabled or . disabled

Adding a Packing System

To create a new packing system, click on the Create Packing System button. Provide a non-existent
and non-empty name for the new packing system and click on the OK button.

The packing system name can have a maximum length of 64 characters.

Editing and Deleting a Packing System

To edit an existing packing system simply click on the = for the packing system.

You cannot delete an existing packing system if it has already been defined against a shipment
association.

1. Click Modify to modify packing systems.
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Modify Storage Conditions

& Packing Systems ) Manual

[ TR L X

cancel

General

Status Enabled

Description

Storage Conditions

Slopase Condition [Select a Storage Condition...]

[Select a Storage Condition...]
Ambient (15.00 °C - 30.00 °C)
Cold (2.00 °C - 8.00 °C)

Cool (8.00 °C - 15.00 °C)

Freezer (-25.00 °C - -10.00 °C)

You can choose a storage condition for your packing system which you have predefined under ‘Site
Settings/Storage Conditions'.

Delete Packing Systems

This Puclﬁg System

cannot be deleted since
itis still being used.

Products

Create
Create the products you ship with the Create Product button.

For example, you ship or store products for a fridge, freezer or ambient temperature.
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Click on the small black triangle to see the settings of your product:

Products

Order By

« Name

Filter By

Name:

Min Temp:

e.g.-12

Max Temp:

e.g.55

Enabled:
Enabled -

Modify

If you want to modify your product settings, click the product name to get inside the product settings.

Products

Name
\ . Product

Code

Storage Condition:
Min. Temp:

Max. Temp:

ATOR:

Storage Conditions:
Description:

Viewing 1 entries - 1 to 1 (of 1 total)
1

Results per page: 10 | 25| 50| 100
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Click Modify to change settings and save afterward.

€ Products 23 Manual

Product "% & e

Details  Stability Budget  Audit Trail

General Storage Conditions

Part Number: Storage condition;

Description: Min. Temp.:

Product Code: Max. Temp.:

Storage Condition ATOR:

LS

Batches (0) b
€ Products & Manual
Product "% &8s

General  Stability Budget  Batches

Product . Storage Conditions @
Storage Condition -
General J
Part Numb: H
art Number ATOR (Bhimm) 15 50 e
Statuy Enabled w
Disabled
Enabled
Product Code
Storage Conditions Enabled -
Description

The Delete button is greyed out as long as the product is in use.

This Product cannot be
deleted since it is still
being used.
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Audit Trail

The Products Audit Trail shows you all the changes you have made.

€ Products

Product #% S

@ Product

Details  Stability Budget  Audit Trail

Filter By

User:

From:

Until:

Action:

[ALL) L4

Create a Clinical Trial

Audit Trail

% Action % Object % Object ID

) Manual

chan o Timestamp

ges

To create a Clinical Trial, click Create Clinical Trial within the Clinical Trial view.

Clinical Trials

Choose a name for your Clinical Trial and then press OK.
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Add the following information within the General area.

Topic Description
Name Name of the Clinical Trial (internal Product name for
example)

Start Date Start of the Clinical Trial
Program  Additional deeper information about the Clinical Trial
Phase Enter the phase of the Clinical Trial

Description Description for more information about the Clinical Trial

And add the following information within the contact details to set up your clinical trial

Topic Description

Sponsor Details Enter the name of the sponsor (for internal use
only)

CRO Details Enter the name of the CRO (for internal use only)

Other Contact Enter other contact involved (for internal use

Details only)
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Products

Now add your products to the Clinical Trial.
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Administration

The ‘Administration’ button in the main menu enables you to manage your own and other users’
account settings, as well as some general adjustments to your license.

User Management

A tab labeled ‘User Management' can be found on the menu bar under Administration for admin
users.

For a step-by-step guide on how to set up a new user please follow the use case.

Selecting the ‘User Management' tab allows the administrator to modify the settings for any user type
listed in the overview. The administrator may be assigned multiple permissions.

An administrator can view the details of any type of user by clicking either on the username or on the

— icon in the overview list. An administrator can do the following actions accessing user information:

e Add a new user by selecting the Create New User button located on the user overview page.

e Modify a user's account settings by selecting the individual user from the overview list.

e Reset any user's password by clicking Reset Password. An email with a reset link is sent to the
user.

e Update a user's access rights by applying new policies to their account ([link to access control
topic]).

e Users cannot be deleted but can be disabled. An admin may disable a user by setting their status
to Disabled when access is no longer permitted.

e Limit user access within a license based on location, carrier, or customer linked to the user's sub-
licenses.
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Access Control

SmartView works with role-based access control. Within this area, a user with the required rights can
set up different user profiles with the corresponding rights to limit access to the system to only
specific required areas. You will find this menu under the Administrator > Access control.

Access Contral

If it's then wished to create a new policy, you can do so by pressing the Create button. The user will
then be greeted by a new window where it's possible to set a name as well as select the sublicense to
which the profile should be applied.

Creating:
New role roe

General
General

Name*

Category™ Master License

License* Select... >

License Administrator®

After choosing a license, the window expands to let you customize permissions for different areas.
You can also assign an admin profile with full access. Permission levels range from none, view, create,
update, to delete; selecting a higher level automatically includes all lower levels.
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Creating:

New role roe

General

General

Name*

Category*® Master License
License* Select...

License Administrator®
Permissions

Audit Trail
View
Carriers
View
Create update
Remove
Clinical Trail
View
Create update
Custom Graphs
View
Delete

Create update

Customers
View
Delete
Create update
Device

Modify
Once all the required adjustments are made, click Save to save the changes.

Once a configuration policy is created it's possible to edit it in retrospect. In addition, it is possible to
see who received a certain role when within a configuration policy by pressing the Assigned users
button located at the top right of the view. This will open a new view that displays a list of all users that
have this role assigned.
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Users X

Users that are assigned to this role

[ Columns
Id Email First Name Last Name
0000 User@domain.com First name Last name

Show 10 per page

To make it easier to work with multiple sub-licenses, you can duplicate a permission role.

Duplicating it will prefill all values based on the role that was duplicated and allows it to modify the
prefilled values.

Login Policy

Within this area it is possible to set different login attempt limitations to prevent brute force attacks

into the system. This may include waiting times after too many wrong attempts or waiting times
between attempts itself.
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Login Policy

> Monitoring
Login policy status

2 Shipment dashboard AELENE Disabled

Prevent brute force attacks by setting thresholds to blo
» Reporting

Permanent lock out (3

» Configuration

~  Administration
Common options

oy g " v
/ User management Max login failures @
& Password policy 10 | tnes

@ Login policy Quick login check @

10 ms
a* Access control

) Minimum gquick login wait &)
B License settings

10  minutes
B site settings

Temporary lockout options
Wait increment @

10  minutes
Max wait (3

10 minutes

Failure reset time @

10 hours

Password Policy

SmartView allows customized password policies to ensure that the security level meets all user
requirements. In the pictures below are listed all the available options.
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Password Policy i nies
Policies & Change

Minimum length 0 characters

Mini d
inimum password age 0 days

Minimum number of special characters
0 characters

Minimum number of uppercase characters :
0 characters

Minimum number of digit characters
0 characters

Password history 0 | passwords

Minimum number of lowercase characters
0 characters

License Settings

In the Administration menu, users can access License Settings. Based on access rights, you'll see
options for your sublicense or both the sublicense and master license. To edit a menu item, click the
Change button. You can modify two menu points: ‘Review management’ and ‘reason of change'.
Enabling review management requires a comment when making changes.

License Settings | Marnu

Master license

Sublicenses

The review management itself, if activated, will be required if a new configuration policy is created for
it to be approved. When creating the policy, the user sees the Submit for Approval button instead of
the Save button. Policy is not available until it is approved.
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For the approval, a user with the required permissions can review them under the Review tab:

LR

Where it then can be approved or declined by pressing one of the buttons on the bottom

Site Settings

The following topics are included in this section:

e General

e Range Settings

e Storage Conditions
e Root Causes

e Email Recipients

General

The administrator can define to automatically approve all shipments that contain no excursions as
well as define which shipment status should be hidden standard-wise from the shipment view:

S m

Range Settings

A user with the right to the site settings can define upper and lower limits for the graph (y-scale) to
make it easier to compare different reports side by side.
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Range Settings

Settings

Coeruesal Range Sertings Storage Conditions Root Causes Emasl Recipiests AP1

.‘.r-. & Lower bmit ..!::m e

Fields that should be provided:

e name for the template
e lower limit (optional)
e upper limit (optional)

Create Temperature Range Q

N k-
e Example y-scale

Lower limit (°C):

2

Upper limit (°C):

8

At least one of the limits should be filled in. Ranges are set on the basis of the user settings (F or °C).
Max. amount of the range is 10.
Range éettings

Settings

Cansta Rangs Sattings  Storage Conditions  Root Csunes Emad Recigients  AP]

Exarpie y scale 200 & O <
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Storage Conditions
Storage condition settings are used in multiple areas of SmartView.

Therefore, SmartView provides the functionality to define storage conditions in the admin settings so
that these conditions can be reused when assigning products, packaging systems, shipments, and

sectors.

Settings

General  Range Settings ~ Storage Conditions  Root Causes  Login Security ~ Email Recipients APl Shipment Closing

Show 19 w entries Search: Create storage condition

¥ Name ¥ Lower limit ¥ Upper limit

Ambient 15.00°C 30.00 °C =
Cool 8.00°C 15.00°C f—
Cold 2.00°C 8.00°C —
Freezer -25.00°C -10.00°C =
Showing 1to 4 of 4 entries 1

Root Causes
In the ‘Root Causes’ tab, the administrator can define customized reasons for excursions.

These reasons can then be used when managing a specific excursion by selecting a root cause and
providing appropriate action for handling the excursion.

Settings

General  Range Settings  Storage Conditions ~ Root Causes  Login Security ~ Email Recipients APl Shipment Closing

“ Name = Shipment % sector ¥ Device
Active container problem o o o
Calibration of equipment o o o
Cargo build-up in progress o ° o
Cargo de-consolidation o o o
Cargo misplaced o ° o
Cargo on hold o o o
Cleaning in storage area o o o
Defrost cycle o o 0
Device stopped reporting o o o
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Email Recipients
Upload Notification Recipients:

Up to 5 additional email recipients can be added by the administrator.

HOME = Site Settings = Email Recipients

Settings

Range Settings  Login Security ~ Email Recipients

Upload Notification Recipients
Additional E-mail(s):

Notifications will also be sent to raphael.bartsch@berlinger.com
Calibration Certificate Expiration Notification Recipients

Additional E-mail(s):

Notifications will also be sent to raphael bartsch@berlinger.com,
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API

In the API Tab the Admin can allow integrations with other applications by way of defining the
Webhooks that allow for direct communication.

Api

Settings

General Range Settings  Storage Conditions  Root Causes  Email Recipients  API

Webhook URLs e m Create APT user

PSDC
Excursions
File Process

Sensor Association

HTTP signature HMAC key @

HMAC key:

API users

A Name # Activation date

@
g

api-Example user Suspended 2023-05-25 09:45:06

Besides that, there is the possibility to create an API-User this APl user is only required if an
integration is utilized that originates from a previous version of SmartView, otherwise AP| users are to
be defined via the regular User creation.

You will find the structure of the SmartView API and the available Endpoints here.
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Profile

To access your personal setting, press on your name on the bottom left and select ‘Settings'.

or

Example User - Example License

Switch license

Sign out

2 Example User

Within there, you are able to edit your personal settings and preferences.

Settings for Example User

Profile
Emant
Fust hame
Laaz Mame
Prore
Virezone

Mt

1
TRangs datamend

Subscripbions

You can subscribe to monthly reports that would then be delivered directly to the user's account via

mail.

Page 230 of 234
© Carrier. All Rights Reserved.
T82005431A



SmartView User Manual
Sign Out

To log out of SmartView, click on the name at the bottom left and select ‘Sign Out'.

- training-33
Settings
Profile

Sign out
o
(g

By using the ‘Sign Out’ button, you can log out of SmartView.
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Frequently Asked Questions (FAQ)

For technical problems or questions, please contact Sensitech Technical Support.
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Glossary

Configuration The settings within a device that contain the different metrics. For example, Log-
Interval, Alarm settings, etc.

Customer This is the customer that a shipment is made for.

A monitoring device can sample temperature, humidity, light, shock, and other parameters. Data is
accessible via automatic upload to our servers, API, or the SmartView portal.

Event Profile is a set of rules used to monitor device data. Assigned to shipments or sectors, it checks
incoming data against these rules. If any rule is exceeded, the system triggers an excursion and sends
alerts via email or SMS to designated users.

An excursion occurs when an event rule is violated. When this happens, users should review the
excursion, then acknowledge or close it by explaining the cause and resolution.

Location A physical location that is used to store packages. Each location consists of multiple sectors.
Packages will mostly be stored for a longer time here.

Milestone A marker somewhere along the process that can indicate something special happening. (In
case of a shipment, it could mean that a shipment arrived at some stop-over station).

Product A physical item shipped with defined stability rules that include alarm thresholds to assess
usability. The stability will be assessed according to the specified rules, using samples from connected
devices obtained through shipment records or sector associations. Products may also require specific
storage conditions, a global temperature range—to be maintained during transfer or storage.

Root Cause A reason for why an excursion occurred. There can be various reasons why the excursion
occurred, to streamline the way that excursions can be resolved we use root causes to determine
what really triggered this excursion to happen.

Sector refers to the specific place where each package is stored, with sectors offering various storage

conditions, such as cold refrigeration or ambient room temperature. Each sector supports storing and
monitoring different package types, and packages are tracked by an event profile that provides alerts

about any discrepancies.

SectorAssociation Devices must be assigned to a sector to enable package monitoring within that
area. The SectorAssociation feature facilitates this process, allowing users to specify the duration a
device is associated with a sector. All data collected from the device during this time frame will be
utilized to monitor the designated sector effectively.

Shipment is the transfer of a package from A to B, using planes, trucks, trains, or other transport.
Multiple devices monitor the package, tracked via ShipmentAssociations. An event profile can be
assigned to detect discrepancies during transit.
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ShipmentAssociation is a link between a device and a shipment. This link contains information about
the time the association got started and the time the associated ended. Any data that comes in for
that device during this period will be considered to belong to the related shipment.

SubShipment is part of a larger shipment (master shipment) but can be used to split device
monitoring/event profiling. You can, for example, have an “inside” and “outside” of a shipment, for
monitoring inside a package and outside of a package.

Storage Condition A range to define between which temperatures a product should be transferred or
stored. This range will be used in reports and graphs to indicate if a product has been outside of this
‘safe’ zone.

Role - a certain preset of access restrictions that can be granted to a user.

Configuration Policy contains the device and alarm settings that will be applied to a device. The
alarm settings defined in the Configuration Policy are also used for shipment and sector monitoring.

Within the Alarm Profile it's possible to link the alarm levels that were set within the Configuration
Policy with notification recipients. The Alarm Profile when selected within a sector or a shipment will
also determent the Configuration Policy that will be applied to a device within said Sector/ Shipment.

Audit Trail will track any changes/manipulation that occurred within the system. The Audit Trail
cannot be manipulated/deleted

TClI stands for temperature-controlled item which would be an item where end-to-end monitoring is
required over its whole lifetime which can include different associations (for example sectors and
shipments). For utilizing the TCI functionality an integration is required.
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